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WORK SESSION
4:00 P.M. Upper Level Conference Room

WAITE PARK CITY COUNCIL AGENDA
MONDAY, APRIL 3, 2017 - 6:30 P.M.

6:30 P.M.  Pledge of Allegiance
Open Forum — two minute limit

Review and approve, April 3, 2017 Council Agenda
1. Consent Agenda:
Recommended action: approval of following items

e~

I & mMm oOowx»

Approve Council Minutes of March 6, 2017

Approve Council Minutes of March 22, 2017

Approve 2017 Property Casualty Insurance Renewal
Approve Plans and Specifications for 2017 Cloud Park
Street Improvement

Approve Lake Wobegon Trail Extension Plan Resolution
Approve Massage License for Hai Lan Massage LLC at 125
Waite Avenue North

Approve Joint Powers Agreement Central MN Violent
Offender Task Force

Approve Joint Powers Agreement with Sherburne County
Crime Analysis Unit

Approve Purchase of Officer Protective Equipment
Approve Temporary Liquor License for Waite Park Family
Fun Fest

Apﬁrove Classification and Sale of Forfeited Lands at 249
34™ Avenue South

Approve Landscape Coordinator Contract

. Approve Babe Ruth Agreement
. Approve CMACC Contract

2. Patrick Henry — Homeless Awareness Presentation

19 — 13™ AveEnuE NorTE PO Box 339 WaITE Park MN 56387-0339

PEONE: (320)252-6822 Fax: (320)252-6955

EMAIL: CITY.HALL@CI.WAITEPARK.MN.US WEBSITE: WWW.CI.WAITEPARK.MN.US
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3. Ordinance Amendments and Additions

Ordinance 94 Amendments — Open Buming Restrictions
Ordinance 52 Amendments- Zoning Amendments
Ordinance 53 Amendments- Sign Regulations
Establishment of I-3 28" Avenue Corridor District and
Rezoning of Parcels from I-1 Light Industrial District and
B-2 Commercial/General Business District to I-3, 28"
Avenue Corridor District

oOOow>

4. Preliminary and Final Plat for St Cloud Area Early Childhood
Center

5. Amendment to Planned Unit Development for Ground/Elevated
Monument Signage for Silver Leaf Lodging Group LLC

6. Nuisance Abatement Hearing — Utilization of Anderson Trucking
Properties by Copart — Old Highway Road North

7. Public Works Items
7A. Salt Building
7B. Equipment Purchases from Budget
7C. Change Order #2 for Public Works Facility

8. Council/Mayor
A. Review and Approve Bills

9. Administrator
A. Update
ADJOURN

19 — 13™ Avenuve NortTE PO Box 339 WAITE Park MN 56387-0339
PHONE: (320)252-6822 Fax: (320)252-6955
EMAIL: CITY.HALL@CI.WAITEPARK.MN.US WEBSITE: WWW.CI.WAITEPARK.MN.US



CITY OF WAITE PARK

CALL TO ORDER -

PLEDGE OF ALLEGIANCE

OPEN FORUM

Review and Approve April 3, 2017 City Council Agenda

Councilmember moved that the Council Agenda for April 3,
2017 be approved as presented.
Councilmember seconded the motion.

Motion (Approved) (Denied)

Agenda Item No. 1-Consent Agenda

1. Consent Agenda:
Recommended action: approval of following items

. Approve Council Minutes of March 6, 2017

Approve Council Minutes of March 22, 2017
Approve 2017 Property Casualty Insurance Renewal

. Approve Plans and Specifications for 2017 Cloud Park Street

Improvement

‘Approve Lake Wobegon Trail Extension Plan Resolution

Approve Massage License for Hai Lan Massage LLC at125 Waite
Avenue North

. Approve Joint Powers Agreement Central MN Violent Offender

Task Force

. Approve Joint Powers Agreement with Sherburne County Crime

Analysis Unit

Approve Purchase of Officer Protective Equipment

Approve Temporary Liquor License for Waite Park Family Fun
Fest

Approve Classification and Sale of Forfeited Lands at 249 34"
Avenue South

Approve Landscape Coordinator Contract

M. Approve Babe Ruth Agreement

Approve CMACC Contract

moved that the Consent Agenda, as presented, be

seconded the motion.

A
B.
C.
D
E.
F.
G
H
I
J.
K.
L.
N.
Councilmember
approved.
Councilmember
ROLL CALL

Councilmember Michael Linquist
Councilmember Charles Schneider
Councilmember Vic Schulz
Councilmember Frank Theisen
Mayor Richard Miller

Motion (Approved) (Denied)

April 3, 2017
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WAITE PARK CITY COUNCIL MEETING MARCH 6, 2017

A meeting of the Waite Park City Council was held at Waite Park City Hall on Monday, March 6,
2017 beginning at 6:30 PM.

MEMBERS PRESENT
Members present were Mayor Miller, Councilmembers Linquist, Schneider, Schulz and Theisen

CITY REPRESENTATIVES PRESENT

City Representatives present were City Administrator Johnson, Chief of Police Bentrud, Public
Works Director Schluenz, Planning and Community Development Director Noerenberg, Attorney
Hansmeier, SEH Engineer Wotzka

OTHERS PRESENT
There were no signatures on an attendance sheet.

OPEN FORUM
Mayor Miller invited anyone wishing to speak during the open forum to step forward, but no one

came forth.

COUNCIL AGENDA
Motion by Member Schulz, second by Member Schneider, to approve the 3/6/17 Council Agenda

as amended.

5.B. (Add) Lexipol Police Department Policy and Procedure Manual
5.C. (Add) Change Order for Public Works Facility

The motion carried unanimously.

1. CONSENT AGENDA

Motion by Member Theisen, second by Member Schneider, to approve the following 2/6/17
Consent Agenda items:

1.A (Pulled for voting purposes — regarding Special Council Meeting Minutes of January 30,
. 2017)

1.B.  Approved Council Minutes of February 6, 2017

1.C. (Pulled for discussion — regarding resolution authorizing Haley Miller to remain on Police
and Fire PERA) ;

1.D.  Approved Tobacco Licenses for Northern Tier Retail at 29 3™ St NE, 107 28" Ave S,
1435 Division, 1013 2" St S

1.E. Approved 3.2 Malt Liquor License for Northern Tier Retail at 1435 Division Street

The motion carried unanimously.

1.A. SPECIAL COUNCIL MEETING MINUTES OF JANUARY 30, 2017

Member Linquist stated he was not at the meeting and his name should be taken off of the draft
minutes.

Motion by Member Theisen, second by Member Schneider, to approve the Special Council
Meeting Minutes of January 30, 2017.

Ayes: Mayor Miller, Members Schneider, Schulz, Theisen

Nays: None

Abstained: Member Linquist

The motion carried.

3/6/17
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1.C. RESOLUTION AUTHORIZING HALEY MILLER TO REMAIN ON POLICE AND FIRE PERA

Member Linquist stated in years past if you were a part-time police officer working in the City, you
did not receive PERA. He asked if this has changed. City Administrator Johnson stated that Haley Miller
is eligible for PERA under state statute, but because she has changed from full-time to part-time
employment, the Council is required to pass a resolution that indicates she is able to stay on the Police
and Fire PERA otherwise she is required to move from the Police and Fire PERA to the Coordinated
PERA plan. In the past, the Council has allowed part-time police officers to stay on the Police and Fire
PERA. The rate is based on the employee’s salary.

Motion by Member Linquist, second by Member Theisen, to approve the Resolution authorizing
Haley Miller to remain on Police and Fire PERA. The motion carried unanimously. (RESOLUTION NO.
030617-01)

2. REQUEST TO HARBOR 3 DOGS AT 126 5™ AVE NORTH

Ashley Johnson is requesting the Council to consider allowing her to house 3 dogs in her home
as they just moved into the city and have had the 3 dogs for a number of years and one of the dogs is a
therapy dog. The City Ordinance allows homeowners to have 2 dogs and that any additional animals
would require Council approval. A copy of a letter was presented requesting this consideration.

Chief of Police Bentrud stated there have been no issues at this property. Discussion was held
on whether therapy/service dogs are counted in the maximum number of dogs allowed on a property.
The City Ordinance does not delineate between dogs as pets versus service dogs.

Motion by Member Schneider, second by Member Linquist, to allow Ashley Johnson to house 3
dogs at 126 5" Avenue North. The motion carried unanimously.

3. CONDITIONAL USE PERMIT — BILLBOARD IN OFF-PREMISE SIGN CORRIDOR
— FRANKLIN OUTDOOR ADVERTISING AND BRUCE HAGBERG

Franklin Outdoor Advertising, with permission of the property owner, has submitted an application
to allow an off-premise sign (billboard) within the established Off-Premise Sign Corridor. The subject area
is owned by the Hagberg family and is located on the western side of Highway 23, across from the
entrance area to The Grande Depot. This area was annexed into the City as of December 31, 2016 and
Staff was aware that there was interest in pursuing installation of new billboards in several areas of the
newly-annexed area.-

Installation of off-premise signage is required to go through the Conditional Use Permit process,
and the sign ordinance establishes criteria which billboards must meet, including maximum sign face
dimensions, setbacks, heights above grade, and minimum distances from residential districts or public or
religious buildings. Also required are minimum distances between billboards, with 1,000 feet being
required between "static" (non-digital) billboards. Digital billboards must be 2,000 feet from another digital
billboard and 1,000 feet from another static billboard.

The proposed billboard is located nearly 2,000 feet away from the nearest off-premise billboard
sign, which is located to the north. The proposal is for a static "V-style" billboard with two sign faces, one
each facing north and south, which is the most common billboard design in this area. The applicants have
been advised that due to the increased distances required between digital billboards, that in the event
that a digital billboard is approved in a nearby area it may limit the future ability to convert the proposed
billboard to a digital system, as is occasionally done. The applicants have noted they recognize this and
are only interested in the static arrangement at this time.

The proposed location has received approval from MnDOT and has a permit to proceed with the
installation which is valid until June 30th, 2017. The proposed setbacks meet City ordinance
requirements. However, the sign face dimensions noted on the MnDOT application will need to be revised
slightly to meet City standards. The MnDOT application lists proposed sign face sizes of 10' high and 40'
wide, for a total of 400 square feet. City maximums are 12' high and 36' wide, with a maximum area of
each sign face of 400 square feet.

The Planning Commission reviewed the request at their February 14, 2017 meeting and
recommended approval of the request with the conditions as submitted. No concerns were submitted
during the public hearing.

3/6/17
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3. CONDITIONAL USE PERMIT - BILLBOARD IN OFF-PREMISE SIGN CORRIDOR
— FRANKLIN OUTDOOR ADVERTISING AND BRUCE HAGBERG (Cont'd.)

Staff recommends approval of the conditional use permit to allow an off-premise sign (billboard)

in the Off-Premise Sign Corridor with the following conditions:
1. A permit from the City of Waite Park shall be obtained prior to fabrication or installation of the
billboard structure. Permit will not be issued unless valid MnDOT Advertising Device Permit is
on file with City of Waite Park.
2. Applicant and City staff shall demonstrate that all billboards owned/operated by Franklin
Outdoor Advertising have paid necessary annual licensing fees prior to issuance of permit.
3. Proposed sign face dimensions shall be revised to reflect maximum sizes of 12' height, 36'
wide, not to exceed 400 square feet per City ordinance.
4. Total height of the billboard shall not exceed 36 feet above grade of adjacent southbound
lane of Highway 23.
5. No more than one sign per face shall be installed at any time.
6. Future conversion to digital display requires separate review and permit via City staff.
Potential to convert to digital display may be limited by other existing nearby off-premise sign
installations. >
7. Proposed off-premise sign is subject to annual licensing by City and payment of fee as
established in Schedule of Fees and updated from time to time.
Discussion was held on whether this would interfere with the Billboard Ordinance. Pianning and
Community Development Director Noerenberg stated he doesn’t foresee it being an issue.

Motion by Member Linquist, second by Member Schulz to approve the request for a Conditional
Use Permit to allow an off-premise sign in the established Off-Premise Sign Corridor with the following
Staff recommendations and Findings of Fact:

1. A permit from the City of Waite Park shall be obtained prior to fabrication or installation of the
billboard structure. Permit will not be 1ssued unless valid MnDOT Advertising Device Permit is
on file with City of Waite Park.

2. Applicant and City staff shall demonstrate that all billboards owned/operated by Franklin
Outdoor Advertising have paid necessary annual licensing fees prior to issuance of permit.

3. Proposed sign face dimensions shall be revised to reflect maximum sizes of 12' height, 36'
wide, not to exceed 400 square feet per City ordinance.

4. Total height of the billboard shall not exceed 36 feet above grade of adjacent southbound
lane of Highway 23.

5. No more than one sign per face shall be installed at any time.

6. Future conversion to digital display requires separate review and permit via City staff.
Potential to convert to digital display may be limited by other existing nearby off-premise sign
installations. )

7. Proposed off-premise sign is subject to annual licensing by City and payment of fee as
established in Schedule of Fees and updated from time to time.

The motion carried unanimously.

4. DELEGATION AGREEMENT ADDENDUM AND INSPECTION SERVICES

AGREEMENT REGARDING LODGING SERVICES

The City of Waite Park has requested support from Steams County in becoming the licensing
authority for lodging facilities within the City of Waite Park. The County of Steams is presently the
licensing authority pursuant to a delegation agreement with the Minnesota Department of Health. The
proposed addendum to the delegation agreement was presented that will allow the City of Waite Park to
issue, administer and enforce lodging licenses. The Minnesota Department of Health has not yet
approved the addendum. Also, the City of Waite Park desires to contract with Steams County to continue
conducting the lodging inspections. A proposed agreement for lodging inspection services was also
presented.

Motion by Member Schneider, second by Member Theisen, to approve the Delegation Agreement
Addendum and Inspection Services Agreement, and to grant authority to the Mayor and City
Administrator to sign the agreements and to grant authority to the Mayor and City Administrator with

3/6/17
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4. DELEGATION AGREEMENT ADDENDUM AND INSPECTION SERVICES
AGREEMENT REGARDING LODGING SERVICES (Cont'd.)

assistance of the City Attorney to seek approval from the Minnesota Department for Health for such
delegation. The motion carried unanimously.

5. COUNCIL/MAYOR

5.A. REVIEW AND APPROVE BILLS

Motion by Member Theisen, second by Member Schneider, to authorize payment of the accounts
payable list (0217D1, 0217D2, 0217D3, 0217D4). The motion carried unanimously.

Mayor Miller stated a thank you letter was received from CentraCare Health for the donation to
their Child Advocacy Program.

5.B. LEXIPOL POLICE DEPARTMENT POLICY AND PROCEDURE MANUAL

Lexipol is a national company that assists agencies in maintaining a current policy and procedure
manual. In the City’s case, it is also Minnesota case law specific. Staff is requesting that the Council
approve the Police Department to enter into an agreement with Lexipol to assist the department with their
department policy and procedure manual. The cost to for this service will be approximately $9,000.

Motion by Member Schulz, second by Member Linquist, to approve the Police Department to
enter into an agreement with Lexipol to assist the department with their department policy and procedure
manual. The motion carried unanimously.

5.C. CHANGE ORDER FOR PUBLIC WORKS FACILITY

Public Works Director Schluenz presented a change order for the new Public Works Facility to
put in two doors to secure the public area from the rest of the building with a cost not to exceed $12,000.
The doors will be locked with a key. Member Linquist felt $12,000 was a high cost.

Motion by Member Schulz, second by Member Schneider, to approve the Change Order to put in
two doors in the Public Works Facility to secure the public area from the rest of the building with a cost
not to exceed $12,000.

Ayes: Mayor Miller, Members Schneider, Schulz, Theisen

Nays: Member Linquist

Abstained: None

The motion carried.

6. ADMINISTRATOR

6.A. UPDATE

City Administrator Johnson reviewed the following:

e On March 9, 2017 Council Members and Staff will be at the State Capitol to lobby for the
bonding request on the amphitheater. Staff is also waiting for an update regarding prosed
costs for the amphitheater.

e There may be another work session in March for Firefighter and Captain interviews.

e  City Administrator Johnson will be attending the MCMA Leadership Institute March 19"
through the 24™.

Member Schneider questioned a program he heard about to be able to acquire smartphones for
the police officers at no cost through a Federal initiative and the program will expire at the end of March.
City Administrator Johnson stated she was not aware of the program. Discussion was held on whether to
acquire the phones now or not. City Administrator Johnson explained the importance of putting policies
and procedures in place to deal with data, usage, procedures, etc. before the phones are in use. She
also stated she does not know of another City in the area that has acquired smartphones for every police
officer in their City. Discussion was also held on whether the smartphones should be given to all police
officers or just to the sergeants and investigators. City Administrator Johnson also stated they have a
meeting set up with Verizon to discuss these issues.

Member Linquist questioned where the Council Chambers project is at. City Administrator
Johnson stated there is an RFQ out right now on the council dais that is due in by March 15", The
tentative timeframe for construction would be the beginning of May through the middle of July.

3/6/17
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ADJOURNMENT
Mayor Miller declared the meeting adjourned at 7:01 p.m.

Richard E. Miller Shaunna Johnson
Mayor City Administrator

3/6/17
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WAITE PARK CITY COUNCIL SPECIAL MEETING MARCH 22, 2017

A meeting of the Waite Park City Council was held at Waite Park City Hall on Wednesday,
March 22, 2017 beginning at 6:15 PM.

MEMBERS PRESENT
Members present were Mayor Miller, Councilmembers Linquist and Schulz

CITY REPRESENTATIVES PRESENT
City Representatives present were Deputy Clerk-Treasurer Virnig, Chief of Police Bentrud

OTHERS PRESENT
There were no signatures on an attendance sheet.

SPECIAL RECOGNITION EVENT

Chief of Police Bentrud and St. Cloud Mayor Dave Kleis presented three firefighters and five
police officers who responded to the Crossroads Mall stabbing incident last year with a Certificate of
Appreciation. Mayor Kleis stated 159 people responded to the Crossroads Mall stabbing incident, which
came from 25 different agencies. St. Cloud Firefighter Greg Newinski and Police Officer Greg Klinefelter
also thanked the group for their service. Waite Park Fire Chief Jim Aleshire and Firefighters Brian
LaBuda and Cody Backer received a Certificate of Appreciation. Waite Park Police Sergeant Pat
Grossback and Police Officers Joanna Bigler, Tony Reznicek, Jason Thompson and Preston Voigt also
received Certificates of Appreciation. :

Also acknowledged and appreciated were all of the area’s police and fire mutual aid groups that
help at incidents from time to time.

COUNCIL AGENDA

Motion by Member Linquist, second by Member Schulz, to approve the 3/22/17 Council Agenda
as presented. The motion carried unanimously by those members present.

1. CONSIDERATION OF FIRE DEPARTMENT APPOINTMENTS FOR FIRE

FIGHTER AND FIRE CAPTIAN POSITIONS

Motion by Member Schulz, second by Member Linquist, to approve the hiring of Bradley
DeGagne, Brianna Larkin and Alberto Moreno for firefighter positions, with conditions of passing the
background and medical checks, and other administrative requirements. The motion carried unanimously
by those members present. ,

Motion by Member Linquist, second by Member Schulz, to appoint Stanley Glass to a fire captain
position effective April 5, 2017. The motion carried unanimously by those members present.

ADJOURNMENT
Mayor Miller declared the meeting adjourned at 6:27 p.m.

Richard E. Miller Karla Virnig
Mayor Deputy Clerk-Treasuer

3122117



Consent Agenda Item C: 2017 Property Casualty Insurance Renewal

Attached is the Property Casualty Insurance Renewal Information.

April 3, 2017



CONSENT AGENDA ITEM B. - 2017 PROPERTY CASUALTY INSURANCE

Property Casualty Insurance — Premium Options (Per LMC/John Omann 1/26/1 6)

(Cost for current provisions...)

PREMIUM
City’s current coverage provides for $2,500 deductible per occurrence — $175,149.00 **
(includes Open Meeting Law coverage)
The following OPTIONS are available:
* If City would want to go with a $5,000 deductible the premium would be - $164,352.00
(instead of $175,149.00 above — need to weigh possible
claims versus the $10,797.00 premium savings)

For additional $1,000,000 umbrella $ 23,623.00
Equipment breakdown coverage ($2,500 Deductible) $ 4,357.00

No fault water/sewer coverage — A No Fault Sewer Back-up Coverage Application would need to be
completed before a quote is given.

Traffic signals & street lights that City owns — example of
possible storm if lights would be damaged and need of
replacement or repair $0.801 per $100 of coverage

Fire hydrants — (in case of hit/run or damage to hydrant) $0.020 per $100 of coverage

*%k

Subiject to Council opinion or recommendation regarding additional options or to change deductible,
staff will proceed with processing payment for same coverage provisions as for 2016.
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LIABILITY COVERAGE — WAIVER FORM

LMCIT members purchasing coverage must complete and return this form to LMCIT before the effective date of
the coverage. Please return the completed form to your underwriter or emall to pstech@lmc.org

This decision must be made by the member's governing body every year. You may also wish to discuss these issuses with
your attomey.

League of Minnesota Clies insurance Trust (LMCIT) members that abtaln liability coverage from LMCIT must decide
whether to waive the statutory tort liabliity limils 1o the extent of the coverage purchased. The decision has ths following

effects:

> If the membar does not walve the statufory tort limits, an individual claimant would be able to recover no more than
$500,000 on any cialm to which the statutory tort limits apply. The lotal all claimants would be able to racover for a
single occumrence to which the statutory tort limits apply would be limited to $1,500,000. These statutory tort timits
apply regardless of whather the city purchases the optional excess llabllity coverage.

Ifthe member waives the statutory fort limits and does not purchass excess llabliity coverage, a single clalmant could
potentlally recover up to $2,000,000 for a single occurrence. (Under this option, the tort cap liability limlts are waived to
the extent of the member’s llability coverage limits, and the LMCIT per occurrence limit is $2-million.) The total all
claimants would be able to recover for a single occurrence to which the statutory tort fimits apply would also be limited

0 $2,000,000, regardiess of the numbar of claimants.

= Wthe member walves the statultory tort limits and purchases excess liebility coverage, a single claimant could
patentially recover an amount up to the limit of the coverage purchased. The total all claimants would be able to
recaver for a single occurrence fo which the statutory tort limits apply would also be limited to the amount of coverage
purchased, regardless of the numbaer of claimants.

Claims to which the statutory municipal tort iimits do not apply are not affected by this decision.

City_of Waite Park selects liability coverage limits of $.1,50Q, 000. 00 from the League of Minnesota Cltes

insurance Trust (LMCIT),

Check one: !
Tha member DOES NOT WAIVE the monetary limits on municipal tort flability established by Minnesota Statutes,
Seclion 466.04. \

]  The member WAIVES the monelary imits on municipal tort liabllity established by Minnesota Statutes, Section
466.04 to the extent of the limits of the liability coverage obtalned from LMCIT.

Date of city counciligoveming body mesting_2~3-17

Signalure - Posiion_City Administrator
145 UNIVERSITY AVE. WEST _ PHONE: (651) 281-1200  £Ax: {651) 281-1299

ST. PAUL, MN 5§5103-2044 : TOLL FREE: (800) 925-1122  WER: WWW.LMC.ORG




Consent Agenda Item D: Plans and Specifications for 2017 Cloud Park Street Improvement

This project is in the Capital Improvement Plan (CIP) for construction in 2017. The project
includes the removal of the existing bituminous and replacement with new on 6™ Avenue South
from 2" Street South to 3™ Street South, and all of the streets within the Cloud Park subdivision.
In addition, curb and sidewalk repairs will be made. The budgeted project cost in the CIP is
$420,000. If the Council desires to process with the project, staff recommends authorizing

SEH to prepare Plans and Specifications for the 2017 Street Improvements.

April 3,2017



Consent Agenda Item E: Lake Wobegon Trail Extension Plan Resolution

Attached is a resolution the County is requesting that the City approve as part of the Lake
Wobegon Trail project. The resolution is needed as part of the overall project.

April 3, 2017



RESOLUTION NO. 040317-__

RESOLUTION APPROVING COUNTY PROJECT WITHIN MUNICIPAL
CORPORATE LIMITS

WHEREAS, plans for Project No. S.P. 073-090-010 showing proposed alignment, profile
grades and cross sections for the extension of the Lake Wobegon Regional Trail within the limits
of the City of Waite Park as a Federal Aid Project have been prepared and presented to the City.

NOW, THEREFORE, BE IT RESOLVED that said plans be in all things approved.

Adopted by the City Council this 3" day of April 2017.

Shaunna Johnson Richard E. Miller
City Administrator-Clerk-Treasurer Mayor

ACTION ON THIS RESOLUTION:

Motion for adoption:
Seconded by:
Voted in favor of:
Voted against:
Abstained:

Absent:

Resolution adopted.

I hereby certify that the foregoing is a true and correct copy of a resolution adopted by the
Waite Park City Council at a duly authorized meeting held on 04/03/2017.

Shaunna Johnson
City Administrator-Clerk-Treasurer



Consent Agenda Item F: New Massage Enterprise License at 125 Waite Ave North

Massage Enterprise Hai Lan Massage LLC will be leasing a space located at 125 Waite Ave N,
Waite Park. Jian Li Guo is the owner of Hai Lan Massage LLC. Background and Credit checks
have been run for Hai Lan Massage LLC. We are waiting on some additional background
checks from California. All fees have been paid and staff recommends this Massage Enterprise
be approved contingent upon background check being completed and approval by the Chief of
Police, Dave Bentrud.

April 3,2017



Consent Agenda Item G: Joint Powers Agreement Central MN Violent Offender Task Force

The City of Waite Park, as a result of our collaboration with the Metro Cities, is considered a
participant in the Central Minnesota Violent Offender Task Force (VOTF).

This agreement is acknowledgment of our status as a participant in the Central Minnesota
Violent Offender Task Force along with five counties and five other municipalities. The City
has been an active participant in VOTF for several years so this agreement does not represent a
new initiative rather an updating of an agreement that has existed for some time. Updates to this
agreement were adopted by the VOTF Board and have been approved by the other participating
agencies. Further, signing this agreement does not involve an increased financial cost to the city.

This agreement is not to be confused with the Metro Cities Joint Powers Agreement for the
Violent Offender Task Force Officer signed in June 2016. This particular agreement outlines
how the metro cities of Sartell, Sauk Rapids, St. Joseph and Waite Park share the cost of one
officer appointment to VOTF. This Metro Cities agreement remains in place and is not replaced
or supplanted by this agreement.

This agreement was reviewed by our City Attorney in January 2017 and was determined to be
comprehensive. Staff recommends approval of this agreement.

April 3, 2017



JOINT POWERS AGREEMENT TO FORM THE CENTRAL MINNESOTA
VIOLENT OFFENDER TASK FORCE

WHEREAS, Minn. Stat, §387.03 requires that the sheriff of each county shal
keep and preserve the peace of the county and perform all of the duties pertaining to
the office; and;

WHEREAS, Minn. Stat. §412.221, Subd. 32, empowers the city to prevent crime

and to provide for the protection of property and the promotion of health, safety, order
and convenience; and,

WHEREAS, Minn. Stai. §436.05 provides that the city can contract with the
county for the performance of police service within the city by the sheriff; and,

WHEREAS, Minn. Stat. §471.59 provides that cities and counties may jointly
exercise any power common to each or any similar powers:

NOW, THEREFORE, BE IT RESOLVED by the county boards of Benton,
Morrison, Todd, Stearns and Sherburne Counties, and the city council of the cities of
Sartell, Sauk Rapids, Waite Park, St Joseph, St. Cloud and Little Falls, hereinafter
called the paities or member parties, as follow:

L Purpose

The Central Minnesota Violent Offender Task Force (hereinafter called “Task
Force”) is formed to investigate, identify and disrupt illegal drug and gang activity within
the cities of Little Falls, St. Cloud, Sartell, Sauk Rapids, Waite Park and St. Joseph and
counties of Benton, Todd, Stearns, Sherburne and Morrison. The foregoing jurisdictions
are known as the Participating Agencies. The Participating Agencies promote
cooperative law enforcement through multi-jurisdictional investigations in Central

Minnesota,

VOTF AGREEMENT 1117




The Task Force is governed by the Task Force Board of Directors (Board). The
Board is a joint powers board established under Minn. Stat. §471.59. The predecessor
to this Task Force was an entity known as the Major Crimes Investigation Unit (MCIU).
The business of the MCIU that had been conducted shall now be conducted by the
Central Minnesota Violent Offender Task Force. The purpose for the dual designation
is that the federal tax identification number and the yearly grant are placed in the name
of the MCIU,

The Board meets bi-monthly and reviews the activities of the Task Force. The
By-Laws and Task Force Policies and Guidelines address staffing, supervision,
equipment, accounting, management of confidential funds and daily operations. All
actions shall be conducted in a manner consistent with federal and state regulations for
grant program funds. All Task Force accounts shall be annually audited by an
independent auditor.

18 Task Force Board

The members of the Board shall be the sheriff 6f each member county, a
county attorney frpm a member county as the advisor to the Task Force, the chief of
police for the Little Falls Police Department, the chief of police for the City of St. Cloud
and one representative from among the chiefs of police of Sartell, Sauk Rapids, Waite
Park and St. Joseph. The board member from the chief of police of Sartell, Sauk
Rapids, Waite Park and St. Joseph will be sélected annually by a majority vote of the
chiefs of police. The Board may have as ex-officio members the following: the

Sherburne County Attorney, a Sherburne County Commissioner, the St. Cloud City

OTF AGREEMENT 1117 S “Page 2
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Attorney, a member of the St. Cloud City Council, and other law enforcement
representatives as the Board deems appropriate.

The Board shall elect a chair which shall be the Board Chair, and a Secretary
and Treasurer from among its members. Said officers shall serve a one-year term of
office and may serve more than one term. The Board Chair shall be responsible for
conducting the business meetings, documienting meeting minutes and maintaining
frequent communication with the members of the Board and the Task Force
Commander. The Board Chair, at each of the business meetings, shall review
operational activities and expenditures and discuss relevant issues to the Task Force.
In the absence of the Board Chair, the duties may be assumed by the Secretary of the
Board, or in their absence, the Treasurer.

The Chain of Command shall be as follows: The Board, the Board Chair, the
Task Force Commander, the Team Leader and the investigators. If the Task Force
Commander requires direction, he may seek such direction from the Board Chair. In
the absence of the Board Chair, the Secretary. or in their absence, the Treasurer. In
the absence or unavailability of an officer of the Board, the Commander may contact the
Task Force Commander’s Sheriff or other Board member for advice and direction.

All actions .of the Board shall be consistent with this Joint Powers Agreement, its
By-Laws and Task Force Policies and Guidelines. The Board shall adopt such By-Laws
and operating rules as it deems necessary. The Task Force operations shall adhere to
the Gang/Drug Oversight Council Guidelines as minimum professional guidelines. The
Board shall establish the mission and the goals of the Task Force and shall monitor the

progress toward the Task Force goals. The Board shall be responsible for the records
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management system, the statistical records and all financial reports. All Task Force
policies and procedures shall be adopted by the Board as well as any amendments
thereto.

The Board may receive and disburse public funds, private donations and grants
to carry out the purposes of this Agreement. The Board shall be strictly accountable to
the Participating Agencies for all funds and shall report to the parties hereto on all
receipts and disbursements. The reporting period shall be the calendar year. Contracts
let and purchases made by the Board shall conform to Minn. Stat. §471.345 (Uniform
Municipal Contracting Law). The Treasurer who will be the fiscal agent shall be elected
annually by the Board. The Board may elect a fiscal agent upon motion and approval of
the majority vote of the: Board and consent of the Board member being asked to be the
fiscal agent,

The Board shall meet on the call of the Chair or on written notice by any three
Board members.

The majority of the Board shall constitute a quorum for a meeting. A majority
vote of the full Board shall be necessary to approve a motion. A meeting of the Board
shall be required to transact business.

.  Non-Waiver of Immunities

The joining of the Participating Agencies in this Joint Powers Agreement shall
not waive any immunities that the parties may enjoy under statute of common law, nor
shall the joinder of the parties constitute a “stacking” of any insurance each party carries
for their own benefit and/or that of its agents and employees.

IV. Task Force Officers
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Pafticipa,ting Agencies can assign one or more officers to the Task Force.

Any change or addition of officers will be voted on by the Board. The Commander shall
be a licensed police officers appointed by the Board. The Commander, pursuant to the
Operating Procedures and Guidelines Manual as adopted by the Board, shall be a full-
time Task Force Commander with the operational direction of the Unit (See 1-01
Organizational Structure). Two Team Leaders shall be appointed by the Board to assist
the Commander with daily operations.

Employees who are assigned to the Task Force shall be entitied to the same
salary and benefits to which they would otherwise be entitied and shall remain
employees of the assigning agency for all other purposes except that the supervision of
their duties during the period of detail may be governed pursuant to this Agreement,
Employees who are assigned will be “Task Force Officers.”

Participation of an assigning agency's employee in the Task Force is deemed to
advance the interests of the assigning agency. Therefore, participation of an assigning
agency’s officer in the Task Force is desmed to be in the course of the officer's
employment with the assigning agenoy.

V.  Task Force Officers

Task Force Officers assigned to the Task Force shall be under the command
of the Team Leaders and the Task Force Commander.

Task Force Officers shall prepare and submit their investigation reports to the
Task Force Team Leader.

VL. Contributions

Each Participating Agency agrees to provide resources as agreed in the annual
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grant application proposal. These resources can include funding, personnel and/or
equipment as necessary to meet the annual grant proposal requirements. The amount
of contribution made toward the grant match shall be voted on by the Board after
agreement by each Participating Agency. The contribution amount shall be reviewed
annually. Each Participating Agency shall agree in advance to the number of
personnel, funding and equipment to be assigned to the Task Force prior to the
submittal of the grant.

Each Participating Agency may make financial contributions to be administered
by the Task-Force.

VIl. Coordinating Agency

The Board shall designate a Task Force Commander who will be responsible for
supervising the day-to-day operations of the Task Force, including supervision of staff,
intelligence sharing, management of confidential funds and coordination with other
agencies. The Commander, in conjunction with the members of the Board, shall be
responsible for development of any recommended changes to the Task Force Policies
and Guidelines and shall ensure Task Force compliance with all current policies and
guidelines. The Commander shall present o the Board proposed budgets and grant
applications for approval. The Commander shall assess each Task Force Officer's
training needs and ensure that the Task Force Officers comply with the guidelines
adopted by the Board.

Vill. Fiscal Agency

The Board shall elect the Treasurer to serve as the fiscal agent of the Board.

VOTF AGREEMENT 1/17 - o Page 6




i
e
B

The Treasurer shall be responsible for proper fiscal management of the Task Force
grants and all other resources. The Treasurer shall ensure compliance with all state
and federal accounting and auditing requirements, including oversight of confidential

funds.

Any forfeited property and proceeds that stem from the Task Force operations
shall be accounted for in writing, identifying each case and location of the property. The
Task Force shall adhere to the guidelines of the agency retaining the property and
compliance shall be subject to random audit. Further; any law enforcement proceeds of .?
any forfeiture shall return to the Task Force as the law enforcement agency of record. 5
The proceeds of any forfeiture for the prosecutor shall be returned to the prosecution
agency that handled the prosecution and forfeiture cases,

IX.  Data and Public information Releases

Data gathered, collected, stored and used by the Task Force shall be subject to
the Minnesota Government Data Practices Act and Rules issued pursuant thereto.

The law enforcement agency having venue over the offense for prosecution
purposes shall control and be responsible for public information releases, including
arrest data.

X. Liability and Indemnification

MCIU, now known as the Central Minnesota Violent Offender Task Force, agrees
to defend and indemnify its Participating Agencies for any liability claims arising from
Task Force activities or operations and decisions of the Board. Nothing in this

Agreement shall constitute a waiver of the statutory limits on liability set forth in

Minnesota Statutes Chapter 466 or a waiver of any available immunities or defenses,
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To the fullest extent permitted by law, action by the Participating Agencies to this
Agreement are intended to be and shall be construed as a "cooperative activity” and it is
the intent of the Participating Agencies that they shall be deemed a “single
governmental unit’ for the purpose of liability, as set forth in Minnesota Statutes, Section
471.59, subd. 1a(a), provided further that for purpose of that statute, each Participating
Agency to this Agreement expressly declines responsibility for the acts or omissions of
another Participating Agency. The Participating Agencies to this Agreement are not
liable for the acts or omissions of another Participating Agency to this Agreement except
to the extent they have agreed in writing to be responsible for the acts or omissions of
the other Participating Agencies. The Task Force Board shall provide insurance
coverage for the Task Force, the Task Force Board of Directors and the officers
assigned to the Task Force.

Nothing herein shall be construed to provide insurance coverage or
indemnification to an officer, employee, or volunteer of any Patticipating Agency for any
act or omission for which the officer, employee, or volunteer is guilty of malfeasance in
office, willful neglect of duty, or bad faith.

Any excess or uninsured liability shall be borne equally by all the Participating

Agencies, but this does not inciude the liability of any individual officer, employee, or

volunteer which arises from his of her own malfeasance, willful neglect of duty, or bad

faith.
Each Participating Agency shall be responsible for injuries to or death of its own

personnel,
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Each Participating Agency will maintain workers’ compensation insurance or self-
insurance coverage covering its own personnel while they are assigned to the Task
Force or are otherwise participating in or assisting with Task Force operations or
activities. Each Participating Agency waives the right to, and agrees that it will not,
bring any claim or suit against the Task Force or any other Participating Agencyfor any
workers' compensation benefits paid to its own employees or dependents, that arise out
of participation in or assistance with Task Force operations or activities, even if the
injuries were caused wholly or partially by the negligence of any other Participating
Agency or its officers, employees, or volunteers.

Each Participating Agency shall be responsible for damages to or loss of its own
equipment. Each Participating Agency waives the right to, and agrees that it will not,
bring any claim or suit against the Task Force, or any other Participating Agency, for
damages to or loss of its equipment arising out.of participation in or assistance with
Task Force operations or activities, even if the damages or losses were caused wholly
or partially by the negligence of any other Participating Agency orits officers,
employees or voluntesrs,

All insurance policies ana certificates required under this Agreement shall be
open to inspection by any Participating Agency and copies of the policies or certificates
shall be submitted to a Participating Agency upon written request.

Xl.  Duration

The duration of this Agreement shall continue unfil terminated as hereinafter

provided. This Agreement overrides and replaces any previous MCIU Joint Powers

Agreements.




Xll. Withdrawal and Termination
Any Participating Agency of the Task Force may withdraw from this Agreement

upon sixty (60) days written notice to all other Participating Agencies and upon the
completion of their responsibility to the grant agreement. Upon any Participating
Agency's withdrawal, the balance of this entire Agreement remains in full force and
effect. Alternatively, this entire Agreement may be terminated at any time by the written
agreement of a majority of the Board members.

Xill. Distribution of Property on Termination or Withdrawal

A. Termination. Upon complete termination of this Agreement by all
Participating Agencies and after the purpose of this Agreement has been
completed, any property acquired by the Board as a result of the joint
exercise of powers hereunder and any surplus monies shall be retuned to
the Participating Agencies in proportion to contributions of the Participating
Agencies after satisfaction of any liabilities or responsibilities of the Joint
Powers Board has been satisfied. Liabilities shall be shared equally among
the Participating Agencies.

B. Withdrawal. In the event of withdrawal from this Agreement by one or more
Participating Agencies, if two or more of the remaining Participating Agencies
continue this Agreement, the remaining Participating Agencies may either
distribute the MCIU property contributed by the withdrawing Participating
Agency to the withdrawing Participating Agency or buy out the withdrawing
Participating Agency's interest therein by purchasing tﬁe withdrawing

Participating Agency's proportionate share of the actual cash value of the
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property measured at the time of withdrawal of the Participating Agency.
Surplus monies or surplus cash shall be retained by the remaining
Participating Agencies to this Agreement.

Any agency joining the Task Force after the formation of the Central Minnesota

Violent Offender Task Force are eligible for distribution of property accrued after the
date of inclusion.
XIV. Amendmerit of the Joint Powers Agreement

This Agreement may be amended by agreement of all Participating Agencies to

the same and upon approval of the Participating Agencies’ city council or county board.
THIS AGREEMENT, AS AMENDED, IS APPROVED AND' ADOPTED by the

Participating Agencies as follows:

Dated: . CITY OF LITTLE FALLS
By. __
its
Dated: CITY OF ST. CLOUD
By:
its
Dated: CITY OF ST. JOSEPH
By:
Its
Dated: CITY OF SARTELL
By:

Its




Dated: CITY OF SAUK RAPIDS
By:

Its

Dated: CITY OF WAITE PARK

By:

its

Dated: COUNTY OF BENTON

By:
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Iits

Dated: COUNTY OF MORRISON

By:

its

Dated: COUNTY OF ‘'SHERBURNE
By:

Iits

Dated: COUNTY OF STEARNS

By:

its

Dated: COUNTY OF TODD

By:

Its
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EXEIBIT A

JGINT POWERS AGREEMENT TO PROVIDE
GARG TASK FORCE CFFICER STAFFING AND SUPPORT

WHEREAS, Minn. Stat. 412.221, Subd. 32, empowers  city to prevent crime and
to provide for the protection of property and the promotion of health, safety, order and

convenience; and

WHEREAS, Minn. Stat, 471,59 provides that citics may jointly exercise any
power common to each or any similar powers,

NOW, THEREFORE, BE IT RESOLVED by the city councils of the cities of
Sartell, Waite Park, St. Joseph and Sauk Rapids hereinafler called "the Cities” each of
whom will be considered a Party to this Agreement, as follows:

1 Purpose

The purpose of this Agreement is to provide a mechanjsm through which the
Cities can provide a police officer to assist the Central Minnesota Violent Offender Task
Force (CMVOTF), or similar entity. The CMVOTF will bring together officers from the
$t. Cloud metropolitan area to focus on organized gangs, their activities and the crimes
related to that activity.

Further, the Cities recognize that criminal activity in one city has an impact on the
other cities, and that a joint, cooperative effort by the member law enforcement agencies
contributes to more efficient and effective use of resources, including sharing
information, intelligence, data and skilled officers, and thereby leads to earlier detection
and solution of gang related crimes,

Defigitions
“Sending city" means the law enforcement agency of a Party to this Agreement

which sends any employee thereof to the CMVOTF for service as a member of the gang
unit.

Hl. Nen Walver of immunities

The joining of the Partics in this joint powers agreement shall not waive any
immunities that the Parties may enjoy under statute or common law, nor shall the joinder
of the Parties constitute a "stacking” of any inisurance each Party carties for their own
benefit and/or that of its agents and employees.




The intent of this Agreement is to provide one police officer from the four
participating Cities to the CMVOTF to support the efforts of the unit, Officers from any
of the Cities can apply when a vacancy arises. The Chief of Police in each city will
provide reasonable notice to their officors of the vacancy. The Chiefs of each of the
Cities will meet to consider all candidates and will recommend the candidate whom they
determine to be most qualified to the CMVOTF Board of Directors. The recommended
candidate must be acceptable to the CMVOTF Board of Directors.

Upon termination of the gang task force assignment, when the officer assigned by
the sending city returns to that city it may have a negative impact on that city's
workforce, The sending city may not have a vacancy and may have to lay off the least
senior member of the department. Upon such an occurrence the Cities will make an
effort to give that officer preference in hiring if a vacancy oceurs in their respective
departments based on each city's hiring process.

Y. Cost Sharing
The Cities will shere the costs associated with providing and supporting the

officer assigned to the CMVOTE to the extent those costs are not covered by the
proceeds of any grant received by the CMVOTF in support of the geng officer.
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On January 1 of each year, distribution of costs will be calculated under a
formula that adds each city's percent of the population as specified by the Minnesota State
Demographer’s Office most recent population estimate (usually June of each year) for the
four cities to each city 's percent of prior year net tax capacity within the four cities and
divides that number by two. The determined percentage is then applied to the total costs
not covered by grants,

Example for 2017:
2017 FORMULA
Sauk Waite §t.
Sartell Rapids Park  Joseph Total
Population 2016 (Junie Estimats) 16,848 13,307 7,473 6,808 44,634
Population Parcentage 38.068% ___ 29.88% 18.78%  1528%  100.00%

Net Tax Cepacity (2016) 13,750,045 7,068200 9.821,367 3,342,861 34,280,173




NTGC Parcentage 40.13% 21.48%  2864% 0.75%  100.00%

Distribution; 50% Population 50% NTC 38.08% 25.58% 2271% 12.51%  100.80%

NOTE: Will update the June 2016 poptdation when we get them in a couple of month.

Costs for purposes of this Agreement include the actual costs for the assigned
officer from the sending city. Cost includes but is not limited to wages, PERA contribution,
Medicare, cost of providing city benefits, costs associated with hiring and testing for a
replacement officer in the sending city including medical, psychological, drug testing
and costs associated with training. Replacement officer cost will also include
equipment necessarily purchased to support the replacement officer, The determination
of necessity and appropriate replacement cost will be determined by the Chiefs of Police
of the Cities.

The Cities will also share the costs associated with the ongoing support of the
officer assigned to the CMVOTF by the sending city. These costs include, but are not
limited to a $10,000 overtime fund and radio equipment. The determination of
appropriste ongoing costs will be determined by the Chiefs of Police of the Cities.

'I‘hesendingeitywillpmvidcanoiﬁoerihmisah'eadyequpedawotdingmtbe
stendards of the sending city, The sending city's share of the costs associated with
providing and supporting the officer assigned to the CMVOTF will be credited with the
resale value of that equipment at the time of the assignment. The determination of the
resale value will be made by the Chiefs of Police of the Cities.

The sending city will make the initial psyment of all costs associated with their officer
subject to.reimbursement by the Cities in accordance with this Agreement. Each city's
share of the actual costs will be billed by the sending city on a quarterly basis. Quarterly
billings will include an itemized accounting of the costs incurred.

The Cities mutuelly agree and understand that the officer assigned by the sending
city will perform their duties in multiple jurisdictions perficipating in the CMVOTF. The
Cities mﬂmﬁzememﬁgnedofﬁmmmtheh'pouwpomvd&inﬂwmm
Jurisdictions. It is anticipated that the sheriff of each county that is a member of the
CMVOTF will appoint the assigned officer as a special deputy sheriff The special
deputies will serve without additional compensation from the CMVOTF, but will be
compensated only by the sending city. The special deputies will serve at the pleasure of
the appointing sheriff Additionally, Minr.. Stat, 47 1.59, Subd. 12 provides that officers




- e

authorized by agreement to jointly exercise police powers have the full and complete
authority of a peace officer as though appointed by each of the participating
govermnmental units,

VH. Command

While assigned to the CMVOTF the officer will be -under the command of the
CMVOTF supervisor. Officer’s investigation reports will be submitted to the CMVOTF
supervisor.

VIiI, Officer's Expenses

The sending city will be responsible for the usuai and customary expenses of the
officer assigned to the CMVOTF subject to reimbursement for equipment as provided in
this Agresment.

The intent of the indemnification requirement of this section is to impose on the
sending city & limited duty to defend and indemnify any of the Cities for claims arising
by reason of the assignment of the sending city's officer to the CMVOTF subject to the
limits of the lisbility under Minnesota Statutes, Chapter 466, The purpose of creating
these reciprocal duties to defend and indemnify is to simplify the defense of liability
claims by climinating conflicts among defendants, and to permit lisbility claims against
multiple defendants from a single occurrence to be defended by a single attorney.

R4,




The sending city agrees to indemnify and defend against any claims brought or
actions filed against the Cities or any officers, employees or volunteers of the Cities for
injury or death to any third person or persons, or damage to the propesty of third persons,
arising out of the performance and provision of duties by the officer assigned by the
sending city pursuant to this Agreement,

Under no circumstances will any of the Cities be required to pay on behalf of
itself and other Parties, any amounts in excess of the limits on liability established in
Minnesota Statutes, Chapter 466, applicable to only one Party. The limits of lisbility for
some or all Cities may not be added together to determine the maximum amount of
liability for any Party.

Damages to or loss of equipment provided to its officer by the sending city will be
reimbursed to the sending city by Cities using the percentage determined under article V Eo
relating to cost sharing, gw

Each city will be responsible for injuries or death of its own personnel. Each city
will maintain worker's compensation insurance or self-insurance coverage, covering its
own persomnel while they are providing assistance pursuant to this Agreement. Bach city
waives the right to sue any other party for any worker's compensation benefits paid to its
own employee or volunteer or their dependents, even if the injuries were caused wholly
or partially by the negligence of any other party or its officers, employees or volunteers,

This Agreement does not intend, nor does it create, any joint entity or partnerships
between the Cities, :
ThisAgreemmtwillbeeﬁaﬁiveonﬂ:cdateitislastexecutedhyﬂchiﬁesmd :
will continue until December 31, 2020 unless terminated as provided herein,

X1V, Withdrawal

Any Party may withdraw from this Agreement, by resolution of its city council,
by providing written notice to the other Parties by August st on any year during the term
of this Agreement, The withdrawal will be effective December 315t following the notice,




W e e

ZV. _ Termipation

This Agreement will terminate when fewer than two Parties wish to continue to
participate in this Agreement,

e

A. Withdrawal. In the event of withdrawal from this Agreement by a Party, cash
deposited by the Party with the sending city will be retained by the sending city.

B. Termination. Upon complete termination of this Agreement by all Cities
surplus monies will be retumed to the Parties in proportion to contributions of the parties,
Liabilities shall be distributed in the same manner.
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CITY OF SARTELL, MINNESOTA
By: .
Title: W\a.u ov

By: W SQ:%}}I A

Title: CJ\\‘V\ A shvoton-

CITY OF 8T, JOSEPH, MINNESOTA
q- -1
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Consent Agenda Item H: Joint Powers Agreement with Sherburne County Crime Analysis
Unit

The Sherburne County Sheriff’s Office has developed a web site called Regional Criminal
Tracking and Analysis Group (RCTAG) for purposes of investigating criminal activity.
Common incidents that RCTAG might be able to assist our agency with include searching for
wanted persons, welfare/missing person cases, attempts to locate for probable cause arrests
and/or other suspicious activity incidents.

The willingness of Sherburne County to share access to various resources and information
related to criminal activity and crime patterns in our region represents a unique opportunity to
collaborate with other agencies in our region. The agreement prepared by Sherburne County
strives to protect data as required in Minnesota Statute 13 Data Practices. Further, there is no
cost to the City of Waite Park to become a participant in this agreement other than the time
department personnel might need to complete Subject Work Up Request Forms and make
submissions.

April 3, 2017



JOINT POWERS AGREEMENT

WHEREAS, the Sherburne County Sheriff seeks to further his collaboration with the area law
enforcement agencies in the sharing of intelligence information for the identification of patterns and

modes of criminal activity; and

WHEREAS, the Sherburne County sheriff has developed a web site for Regional Criminal

Tracking and Analysis (RCTAG) for criminal activity; and

WHEREAS, the local area Chief Law Enforcement Officers have expressed an interest in
joining together to share resources and information in their effort to further the safety in the

communities that we all share; and

WHEREAS, the above-entitled entities have the ability to join together pursuant to Minnesota

State §471.59 (Joint exercise of powers act for law enforcement activities);

NOW, THEREFORE, the Sherburne County Sheriff Joel Brott and the Chief Law Enforcement
Officer Dave Bentrud for the jurisdiction of City of Waite Park, State of Minnesota hereby enter into

the following Joint Powers Agreement:

1. The purpose of this agreement is for area law enforcement agencies to share intelligence
information by identifying patterns and modes of criminal activity through a Regional
Criminal Tracking Analysis (RCTAG). In carrying out the duties of the law enforcement
function of sharing such information, the City of Waite Park Police Department will be

handling one or more types of information that is confidential data on individuals as



defined by Minnesota Statute §13.02, subd. 3, and shall be deemed “protected

information” under this Agreement.

The parties agree that it is imperative for both parties that they are responsible for the
proper handling of information and the safeguarding of information by its employees,
subcontractors and authorized agents of the protected information that is collected,
created, used, maintained or disclosed on behalf of the agency. This responsibility means
that each agent, employee and subcontractor shall be properly trained regarding the
handling of the information. This includes training on all applicable laws for the access to
any of the information in the criminal justice system. Specifically, the City of Waite Park

Police Department shall agree to the following policies and laws:

a. The Sherburne County Sheriffs Office Policy Manual Regional Criminal Tracking and
Analysis Group (including any future amendments to the same) (attached and made

part of this agreement); and

b. The Sherburne County Sheriff's Policy covering its Mission Statement, Privacy Policy
Purpose, Definition, Governance and Oversight, Policy Applicability and Legal
Compliance, Information, Acquiring and Receiving Information, Information Quality
Assurance, Collation and Analysis, merging of records, Use of Information by the
RCTAG, Disclosure of Information Outside the RCTAG, Redress, Security Standards,
Information Retention and Destruction, Accountability and Enforcement and Training
requirements (including any future amendments to the same) (attached and made part

of this agreement).



In the use of such information, the City of Waite Park Police Department, shall:

°Not use or further disclose the protected information that has been created, collected,
received, store, used, maintained or disseminated in the course of this agreement other

than in accordance with the proscribed polices.

> Ensure that the dissemination of the protected information is controlled by policy and
any deviation of such policy shall be subject to the direct approval of the Sherburne

County Sheriff.

° Use appropriate safeguards to prevent the use or disclosure of the protected
information by its employees, subcontractors and agents other than as provided by policy
set by the Sherburne County Sheriffs Office. The safeguards shall include physical

protection of the information as well as secure internet for the sharing of such information.

° Immediately report any breach of the policy of inappropriate use of the information
which would include: the attempted or successful unauthorized access, use, disclosure,
modification or destruction of information or interference with the system operations. Any
breach shall be reported immediately once known with a follow up within five business
days in a written format. This report shall be made to: the RCTAG Unit Supervisor. The
report shall identify the nature of the non-permitted use/disclosure, the identity if known or
the person(s) who breached the system, the manner of such breach, actions taken to
prevent the reoccurrence of the breach, actions taken to minimize the impact of the breach

and any other information requested by the Sheriff's Office.



The Sherburne County Sheriff shall have the right to audit any of the records or
information created, maintained, assembled or held in any other form by the City of Waite
Park Police Department as it pertains to this agreement and intelligence information from

RCTAG.

The City of Waite Park Police Department shall be responsible for actions, inactions,
negligent or intentional act(s) of its agents, employees or subcontractors who have had or
had access to the information found on the Regional Criminal Tracking and Analysis and
s‘hali defend and hold harmless the County of Sherburne, its elected officials, its
employees, its agents and subcontractors from any and all claims, damages or other loss
sustained by the County or third persons as a result of the City of Waite Park Police
Department’'s agents, employees or subcontractors or others under its direction and

control.

This Agreement shall be continued for an indefinite term until cancelled by either party with
reasonable notice. Such notice shall be in writing and shall be directed to the chief law

enforcement officer of the agency.

The parties shall be required to provide such public funds and resources necessary to
carry out the purposes of this agreement. No funds or assets shall be comingled, but shall
be maintained by each agency for the purposes of insuring each parties’ ability to fulffill its

responsibilities of this agreement.

If the Sherburne County Sheriff and the Chief of City of Waite Park Police Department
agree to allow exercise of authority of an officer appointed by one governmental unit within

the jurisdiction of the other, the officer so designated by both the Sheriff and the Chief of



Police shall have full and complete authority as if appointed by both units of government
after administration of oath. Such officer shall have completed the professionally
recognized Peace Office Pre-Employment education with the Minnesota Board of Peace
Officer Standard Training as found comparable to the Minnesota Peace Officer Pre-
Employment education and, the officer is duly licensed or certified by the police licensing
or certification authority of the jurisdiction in which the officer's appointing authority is

located.

Any data practices requests shall be directed to the entity which initially created the data

and shall be handled by their responsible authority.

That all documentation promulgated pursuant to this agreement shall be retained by the
respective parties and shall be subject to the data retention schedule for their legal

entities.

Both parties to the agreement have provided evidence of insurance or trust agreements
which provides coverage for the parties to this agreement. Such coverage shall include,
but not be limited to worker's compensation, general liability coverage and business
automobile liability coverage. The Sherburne County Sheriff is covered through the
Minnesota Counties Intergovernmental Trust. The City of Waite Park Police Department is

covered by/through the League of Minnesota Cities Insurance Trust (LMCIT).



This Agreement was entered into on the
notwithstanding).

For the Sherburne County Sheriff’s Office

day of March, 2017 (the last signature

By: Joel L.Brott
Its: Sheriff

For the County of Sherburne

By: Barbara Burandt
Its: County Board Chair
For the City of Waite Park
By: Rick Miller

Its: Mayor

For the City of Waite Park Police Department

By: Dave Bentrud
Its: Chief of Police
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MISSION STATEMENT

The mission of the Sherburne County Sheriff's Office Criminal Intelligence Analyst - is to
interface with federal, state, military, tribal and local law enforcement agencies, by being a
primary point of contact for collection, evaluation, analysis, and dissemination of intelligence
data and criminal background information in a timely and effective manner in order to
detect and/or prevent criminal or terrorist activity, and to solve crimes.  This mission shall
remain consistent with the National Criminal Intelligence Sharing Plan. The purpose (goal) of
the Sheriffs Office Criminal Intelligence Analyst is to ensure protection of the privacy,
civil rights, and civil liberties of individuals and organizations pursuant to 28 C.F.R. Part
23, and, Minnesota Statues, Chapter 13.

The goal of establishing and maintaining a Criminal Intelligence Analyst position is to
further the following purposes:

Be an active participant in the Information Sharing Environment.

Increase public safety and security in Sherburne County and the surrounding
communities, the State of Minnesota and the United States of America.

Mitigate or minimize the threat and risk of injury to all members of the public safety and
health care communities.

Mitigate or minimize the threat and risk of damage to real or personal property.

Protect the individual privacy rights, civil rights or other protected interests a person or
persons may have.

Protect the integrity of the criminal investigative, criminal intelligence, and justice
system processes and information.

Foster relationships with persons or groups of people in an effort to promote
cooperation between law enforcement and the community which it serves.

Make the most effective use of public safety resources.




I

Criminal Intelligence Analyst Purpose:

The Criminal Intelligence Analyst develops’ information for the Sherburne County
Sheriff's Office and any other law enforcement agencies based on their request.

The Criminal Intelligence Analyst provides timely sharing and exchange of
crime-related information. A primary focus of the Criminal Intelligence
Analyst is developing and disseminating criminal investigative information. A
process of information collection, integration, evaluation, analysis and
dissemination is used for law enforcement purposes and in the interest of public
safety. The information is made available to law enforcement agencies and
certain other entities consistent with Minnesota Statutes, Chapter 13, 28
CFR part 23, and other applicable state and federal law.

Privacy Policy Purpose:

The Criminal Intelligence Analyst recognizes the importance and will ensure
the protection of individual constitutional rights, civil liberties, civil rights, and
privacy interests throughout the information gathering and sharing process.
This privacy policy states the legal requirements that will be met as well as the
organizational procedures that will be used to ensure that these rights and
interests are protected.

Definitions: The following terms are used in this Privacy Policy and are defined
below.

A. “Case File” means a reasonable suspicion exists that criminal activity has
occurred, could occur or is being planned. Additionally one or more of the
following must occur for a case to be created.

(1) The reported information does not support a current ongoing
criminal investigation.

(2) A determination is made that further criminal investigation is needed and
that this additional investigative effort would exceed the review done for a
Request for Information or a Suspicious Activity Report.

B. “Critical Infrastructure Key Resource” or “CIKR” means the assets, systems,
and networks, whether physical or virtual, so vital to the United States or the
state that their incapacitation or destruction would have a debilitating effect on
security, national economic security, public health or safety, or any
combination thereof and the publicly or privately controlled resources
essential to the minimal operations of the economy and government.

C. “Investigative Sergeant Supervisor” means a designee appointed by the
Investigative Captain to oversee the management of the Criminal Intelligence
Analyst activities including product development, analysis, dissemination and
records management.




D. “Disclosure” means the sharing of data or information in any manner
authorized by the Criminal intelligence Investigative Sergeant supervisor. i

E. The Criminal Intelligence Analyst is assigned to collect, integrate, evaluate,
analyze and disseminate data and information from state, local and federal
law enforcement agencies, including fusion centers operating in other states.

F. “Information Sharing Environment (ISE)” means the trusted partnership among
all levels of government, the private sector and foreign partners to detect,
prevent, preempt, and mitigate the effects of terrorism against the territory,
people, and interests of the United States of America. This partnership
enables the trusted, secure, and appropriate exchange of terrorism
information, in the first instance, across the five federal communities, to
and from state, local, and tribal governments, foreign allies, and the private
sector, and at all levels of security classification.
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G. “Information Sharing Environment (ISE) and Suspicious Activity Report
(SAR) (ISE-SAR) means a suspicious activity report that has been
determined, pursuant to a two-part process, to have a potential terrorism
nexus. ISE-SAR business rules will serve as a unifying process to support
the reporting, tracking, processing, storage and retrieval of terrorism-related
suspicious activity reports across the ISE.

H. “Criminal Inteligence Database” means the case management system used by
the Criminal Intelligence Analyst to store, documents, and audit RCTAG
information.

. “Criminal Intelligence Analyst Privacy Officer” means the Sherburne County
Sheriffs Office Records Supervisor, or their designee, to provide privacy
training and ensure compliance with the Privacy Policy.

J. “Criminal Intelligence Analyst - Suspicious Activity Report/Tips and Leads”
or “SAR” means any reported behavior or activity that may result in
reasonable suspicion that a crime has occurred, could occur or is being
planned.

K. “Need to Know” means the prospective recipient requires access to
specific information in order to perform or assist in a lawful and authorized
govern mental or public safety function. In other words, access is required for
the performance of official duties.

L. "Personal Data” means any data or information relating to an
identifiable individual.

M. “Protected Information” means information about individuals and
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organizations subject to legal protections, including the U.S. and
Minnesota constitutions; applicable federal statutes and regulations, such as
civil rights laws and 28 CFRPart 23; and applicable state laws.

N. “Reasonable Suspicion” means that sufficient facts are established to give
a trained law enforcement officer a basis to believe there is a reasonable
possibility an individual or organization is involved in a definable criminal
activity or enterprise.

O. "Requestor” means the state, local or federal law enforcement officer or
agency making a Request for Information from, or reporting an incident to, the
Criminal Intelligence Analyst.

P. "Request for Information” or “RFI” means a request from a law
enforcement, Agency to the Criminal Intelligence Analyst for information the
requesting agency needs in support of an ongoing criminal investigation. It
also means a non-criminal homeland security information request.

Q. "Right to Know” means any agency or organization authorized by federal law
or state statute to have access to the data or information. See Minn. Stat.
§13.05, subd. 4(b) and 9.

R. “Suspicious Activity Report” or “SAR” means any reported behavior or activity
that may result in the reasonable suspicion that a crime has occurred, could
occur or is being planned. It also means a bulletin or brief from the Criminal
Intelligence Analyst, law enforcement intelligence unit or federal agency to
provide situational awareness to Minnesota agencies.

Governance and Oversight

The Criminal Intelligence Analyst is part of the Criminal Investigative Division
(CID) and is ultimately controlled by the Sherburne County Sheriff. The Criminal
Intelligence Analyst reports directly to the Investigative Sergeant Supervisor. The
Criminal Intelligence Analyst is law enforcement personnel for purposes of
Minnesota Statutes, Chapter 13.

In order to preserve privacy, civil rights and civil liberties, the sheriff has
designated a privacy officer to ensure that safeguards and sanctions are in
place to protect Personal Data in conformance with Minnesota Statutes, Chapter
13 and other applicable law.

The privacy officer, or their designee, will examine and recommended standards
the Criminal Intelligence Analyst should follow for the collection, use, and
security of information and technology, as well as accountability guidelines for
the management of the information. The Privacy Policy incorporates fair
information practices and principles.

The privacy officer, or their designee, will be responsible for information privacy
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issues, including implementation of privacy policy requirements. The privacy
officer, or their designee, will facilitate an annual review and update of the privacy
policy pertaining to the work products created by the Criminal Intelligence
Analyst.

The privacy officer, or their designee, will provide a point of contact and
coordination for alleged data or information errors, complaints, privacy policy
violations and liaison for the ISE.

The privacy officer, or their designee, will coordinate conflict resolution under
Criminal Intelligence Analyst's redress policy and enforcement and sanctions
outlined in the Accountability and Enforcement section of this policy (see section
XVi).

The privacy officer can be contacted at the following address: Sherburne
County Sheriff's Office web site. The privacy officer will work with the Criminal
Intelligence Analyst to ensure that privacy and civil rights are appropriately
protected by the Criminal Intelligence Analyst information acquisition,
dissemination and retention practices.

Policy Applicability and Legal Compliance

The Criminal Intelligence Analyst and those county employees providing
technical services, with direct access to Criminal Intelligence Data bases are
required to abide by this privacy policy. These individuals and any other
recipient of criminal intelligence information must also follow all applicable laws
which govern the treatment of the information the Criminal Intelligence Analyst
collects, receives, maintains, archives, accesses, discloses, or disseminates,
including information within the ISE.

The Criminal Intelligence Analyst will make a printed or electronic copy of this
policy available to all criminal intelligence and non-criminal intelligence
personnel who provide services. All individuals will be required to provide
both a written acknowledgement of receipt of this policy and a written
agreement to comply with this policy. Nothing in this policy is intended to
create a private right of action for any member of the public or alter existing or
future federal and state law requirements.

The laws referenced in this policy are listed in Appendix C.

Information

All Personal Data collected by the Criminal Intelligence Analyst, regardless of
whether it meets the reasonable suspicion standard in 28 Code of Federal
Regulations Part 23, will be retained in compliance with the operating policies
of that Federal Regulation, Minnesota Statutes, Chapter 13 (Data Practices), the
approved Minnesota Records Retention Schedule (currently 09-141 and 012-
014), and any other applicable federal or state laws governing information
practices. The Criminal Intelligence Analyst will strive to follow guidelines
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established under the National Criminal Intelligence Sharing Plan (NCISP) and,
to the extent they do not conflict with Minnesota law, the privacy principles put
forth in the Organization for Economic Co-operation and Development's Fair

Information Practices.

A. Collection Requirements:

Information collected by the Criminal Intelligence Analyst should meet all of
the following requirements:

1. The source of the information is reliable and verifiable,

2. The information supports a reasonable suspicion that the individual or
organization is involved in criminal conduct, and the information is relevant
to that conduct, .

3. The information was collected in a lawful manner, and

4, The information is accurate and current.

The Criminal Intelligence Analyst will retain SARs that do not meet the
Reasonable Suspicion threshold for one (1) year to permit the possible
development of Reasonable Suspicion. If Reasonable Suspicion is not
developed during that year, the SARs are purged as required by the
Criminal Intelligence Analyst approved records retention schedule (unofficial
compilation attached as Appendix D). During the year, these SARs are stored
as temporary files and are disclosed as required or permitted by law. If
disclosed, they are clearly labeled as a SAR that does not meet the
Reasonable Suspicion standard. SARs are stored in the Criminal
Intelligence Database so the SARs are secured in the same way as all other
data.

The Criminal Intelligence Analyst incorporates the gathering, processing,
reporting, analyzing and sharing of terrorism-related suspicious activities
and incidents into the processes and systems used to manage all other
Criminal Intelligence information. The Criminal Intelligence Analyst
identifies and reviews Protected Information that may be disclosed by the
Criminal Intelligence Analyst prior to sharing it through the ISE and provides
notice through data field labels to enable authorized users to determine
the nature of the information and how to handle it in accordance with
applicable legal requirements.

The Criminal Intelligence Analyst will abide by daily operating procedures
for the initial collection and verification of information, including the
screening process by an analyst to develop how the four criteria above are
met. There is a subsequent review by the Investigative Sergeant
Supervisor or his/her designee to substantiate the analysis and to approve
the documentation that has been developed. Suspicious Activity Reports that




do not meet all the above standards will not be retained for more than one
year. The four criteria above also apply to Sherburne County Sheriff's
Office Case Files. If the criteria are not met, the Criminal Intelligence Analyst
will not open a Sherburne County Sheriff's Office Case File.

A Request for Information may meet all four of the criteria above. An RFI
may also involve a request that is supported by a homeland security
issue, rather than a reasonable suspicion. If homeland security concerns
support the RFI, then all of the other criteria above must be met.

Lawfully collected information that meets Sherburne County Sheriff's Office’s
Privacy Policy will be stored in the Criminal Intelligence Database. All
information is managed according to the approved records retention
schedule. When the information describes an individual or organization
involved in activities protected by the First Amendment, the information
cannot be maintained unless there is specific indication that the individual or
organization has, is about to, or has threatened to engage in conduct that
constitutes a crime and the First Amendment activities are relevant to the
criminal conduct. Specifically excluded material includes:

1. Information on an individual or group merely on the basis that such
individual or group support unpopular causes;

2. Information on an individual or group merely on the basis of race,
gender, age, citizenship, disability, sexual orientation, place of origin, or
ethnic background;

3. Information on an individual or group merely on the basis of religious or
political affiliations, or beliefs;

4. Information on an individual or group merely on the basis of
personal habits and/or predictions that do not break any laws or
threatens the safety of others; or

5. Information obtained in violation of any applicable federal or state
rules or statutes.

All criminal intelligence information is managed through the Criminal
Intelligence Database and under the direction of the Investigative Sergeant
Supervisor. Open files will be reviewed no less frequently than every 180
days by the Criminal Intelligence Investigative Sergeant supervisor or
investigative sergeant supervisor's designee to determine the file’s status and
whether it should be changed. A yearly records review of the Criminal
Intelligence Database will be conducted by the Criminal Intelligence
Investigative Supervisor and records that may be purged will be disposed.
Additional information about records destruction can be found in Section XV of
this policy.

On receipt of information, Criminal Intelligence Analyst will assess the




information to determine its nature, usability, and quality and assign it to an
operating file (See B, below). At the time a decision is made to retain
information, including contributing ISE-SAR information to the shared space,
the Criminal Intelligence Analyst will label it (by record, data set or system
of records and to the extent feasible, consistent with the current version
of the ISE Functional Standard for SAR) pursuant to applicable limitations
on access and disclosure in order to: protect an individual's right of privacy,
civil rights and civil liberties; protect confidential sources, law enforcement
undercover techniques and methods; prevent interference with or the
compromise of pending criminal investigations; and provide any legally
required protection based on the classification of the data.

. Types of Operating Files

There are four types of operating files within the Criminal Intelligence unit. They
are:

1. Criminal Intelligence Case File. A Criminal Intelligence Case

File is created when the Investigative Sergeant Supervisor
determines that one should be created. A Criminal Intelligence Case
File is entered in the Criminal Intelligence Database and a Criminal
Intelligence case number is automatically generated.

2. Request for Information (RFI). An RFI must be supported by a
reasonable suspicion or homeland security concern that is provided to
the Criminal intelligence Analyst. Criminal Intelligence Analyst cannot
answer an RFl unless it contains a Reasonable Suspicion or
homeland security concern.

3. Suspicious Activity Report (SAR). A SAR will be entered into the
Criminal Intelligence Database. A SAR should be reported to the
Criminal Intelligence Analyst by a law enforcement entity or security
related to a CIKR site once it has been reported to a local law
enforcement agency. The Criminal Intelligence Analyst receives SARs
by the following means:

The secure information-sharing platform
Fax

Telephone

Email

4. Dissemination Log (LOG). The LOG is used as a tracking device or
bulletins, briefs and assessments disseminated by Criminal intelligence
Analyst. LOG entries will include weekly bulletins and special
assessments. Copies of products are attached to the LOG entry. The
analysts that disseminate either Law Enforcement (LE) or Critical
Infrastructure (CI) Briefs will log the dissemination of these products.
Any special bulletin, brief or assessment will be logged by the
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disseminating analyst. Special assessments do not need a separate
LOG entry if attached as part of the LE Brief or C Brief labels

C. Labels

The Criminal Intelligence files require certain basic descriptive information
to be entered and electronically associated with information, including
terrorism-related information and that information shared through the ISE,
for which there are special laws, rules, or policies restricting access, use,
and disclosure. The types of information include:

1. The name of the submitting agency.

2. The name of the justice information system from which the information
is disseminated or that the information was disseminated from the
Criminal Intelligence Database. :

3. The date the information was collected and, where feasible, the date
its accuracy was last verified.

4. The title and contact information for the person to whom questions
regarding the information should be directed.

The Criminal Intelligence Analyst will attach specific labels and descriptive
metadata to information that will be used, accessed, or disseminated to
clearly indicate whether the information is Protected Information and any
legal restrictions on information sharing based on information sensitivity or
classification. The Criminal Intelligence Analyst will keep a record of the
source of all information sought and collected by it.

Acquiring and Receiving Information

Information obtained from or through the Criminal Intelligence Analyst can only be
used for official and lawful purposes. A lawful purpose means the request for
information can be directly linked to a law enforcement agency's active
criminal investigation; and is a response to confirm information that requires
intervention to prevent a criminal act or threat to public safety, and is in
compliance with Minnesota Statutes, Chapter 13 disclosure requirements. This
includes disclosing records to those responsible for public protection, public
safety, or public health in the performance of their official duties when permitted
by Minnesota law. An audit trail sufficient to allow the identification of
individuals to whom such records are disclosed and the nature of the information
disclosed will be kept by the Criminal Intelligence Analyst.

The information maintained by the Criminal Intelligence Analyst is obtained

through local, state, federal agencies, and tribal law enforcement and open
source resources. Individual users of the Criminal Intelligence Analyst work
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product are solely responsible for the interpretation, further dissemination, and
use of information developed in the research process. Additionally, it is the
responsibility of the user to ensure the accuracy, validity, completeness and
security of all information obtained prior to official action being taken.

External governmental agencies, that access and share information with the
Criminal Intelligence Analyst are governed by the laws and rules governing
those individual agencies, as well as by applicable federal and state laws,

The Sherburne County Sheriffs Office will contract with commercial database
entities that provide an assurance that their methods for gathering Personal Data
comply with applicable state and federal laws and that these methods are not
based on misleading information collection practices.

The Criminal Intelligence Analyst will not directly or indirectly receive, seek,
accept, or retain information from:

* An individual who or information provider that is legally prohibited from
obtaining or disclosing the information: or

¢ Anindividual who or nongovernmental entity that may or may not receive a
fee or benefit for providing the information, except as expressly authorized
by law or Criminal Intelligence Analyst policy.

Information Quality Assurance

The Criminal Intelligence Analyst is required by Minn, Stat. §13.05, subd. 5,
to assure that data is accurate, complete, current and secure. The Criminal
Intelligence Analyst will make every reasonable effort to ensure that standard is
met, and, that the information is merged with other information about the same
individual or organization only when the applicable standard outlined in the
Merging Records section of this policy has been met.

The Criminal Intelligence Analyst will determine the accuracy of information
received through database searches, by cross-checks with other data systems,
and open source information. At the time of retention in the system, the
information will be labeled regarding its level of quality (accuracy,
completeness, currency, and confidence [verifiability and reliability]).

Information files will be labeled to protect sources, investigations, and an
individual's right to privacy, as well as to control access to information.
Classification and data labeling shall be reevaluated whenever new information
is added to an existing file.

The Criminal Intelligence ISE-SAR process provides for human review and

vetting to ensure that information is both legally gathered and, where
applicable, determined to have a potential terrorism nexus. The Criminal
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Intelligence Analyst will be trained to recognize those behaviors and incidents
that are indicative of criminal activity related to terrorism. This training will be the
same made available to law enforcement officers around the state.

The Criminal Intelligence ISE-SAR process includes safeguards so that only
information about incidents and behaviors that indicate criminal activity related
to terrorism but without personal identifiers are documented and shared through
the ISE. These safeguards will ensure that the unintentional or inadvertent
disclosure of information that could violate civil rights or civil liberties does not
occeur.

When a choice of investigative techniques is available, information, including
information documented as a SAR, should be acquired or investigated using
the least intrusive feasible means, taking into account the effect on
individual privacy and potential damage to reputation. The Criminal
Intelligence Analyst will also adhere to this standard although it is not an
operational agency conducting investigations.

When determining information confidence, the Criminal Intelligence Analyst
will use the following confidence labeling standards for source reliability and
content validity.

1. Source Reliability

The source is the person or agency who gives the Criminal Intelligence
Analyst the information. The source’s reliability is evaluated according to the
following.

(a) Reliable means the source is unquestioned or has been tested in
the past. All law enforcement agencies are classified as completely
reliable.

(b) Usually Reliable means the majority of the information provided by the
source in the past has proved to be reliable.

(c) Unreliable means the source has provided reliable information
sporadically in the past.

(d) Unknown means the reliability of the source cannot be judged. The
authenticity or frustworthiness of the source has not yet been
determined by either experience or investigation.

2. Content Validity

The validity of information is an indicator of the accuracy or truthfulness of the
information. The validity of the information is assessed as follows.

(a) Confirmed means the information has been corroborated by an

13




investigator or another reliable, independent source.
(b) Probable means the information is consistent with past accounts.
(c) Doubtful means the information is inconsistent with past accounts. 4

(d) Cannot be judged means the authenticity of the information has not
yet been determined by either experience or investigation.

3. Classification

The Criminal Intelligence Analyst uses two classifications or sensitivity

structures since the Intelligence Analyst maintains federal, state, and local

data and information. Classification or sensitivity levels control the :
handling, dissemination, and release of materials and products. The laws that i
govern access to and classification of information at the federal level and in
other states are different from Minnesota law. When determining
classification and sensitivity, the Criminal Intelligence Analyst must

determine whether there is a federal law that requires restrictions on

access to or dissemination of the data or information or if Minnesota law

applies.

When labeling case files and information, the Criminal Intelligence Analyst
must use one or more of the following:

1. Federal Classification

(a) Classified (not public): document is restricted to individuals who
have a security clearance of secret or higher.

(b) Unclassified/Law Enforcement Sensitive (LES) (not public):
document is viewable by law enforcement agencies only with the
Right to Know and Need to Know. The document may contain
information related to sources, methods, evidence, and active
investigations.

(c) Unclassified/For Official Use Only (FOUO) (not public): document is
viewable by anyone who is authorized under “Official Use Only"
status. User has a Right to Know, and Need to Know. The
document is not disseminated to or viewed by the general public or
media.

2. Minnesota Classifications

The Minnesota Government Data Practice Act, Minnesota Statues,
Chapter 13, contains the presumption that all government data are
public unless there is a federal law or state statute that classifies the
data. The following are Minnesota data classifications.
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(a) Private data on individuals are about living human beings, not

accessible to the public but are accessible by the individual. An
individual may consent to the release of private data to a third
party. A statute may also authorize the dissemination of private
data on individuals to a third party.

(b) Confidential data on individuals are not accessible to the public

or the individual. Confidential data on individuals can only be
shared with those that have statutory authority to have access.

(c) Nonpublic data are about anything that is not a living

human being, are not accessible by the public and are
accessible by the subject of the data, if any. The subject
can consent fo the release of the data to a third party. A statute
may also authorize the dissemination of nonpublic data to a third

party.

(d) Protected nonpublic data are about anything that is not a living

human being and are not accessible to the public or the
subject of the data. Protected nonpublic data may be shared
with those that have statutory authority to have access.

3. In addition to using the labels and classification structures listed
above, the Criminal Intelligence Analyst will utilize the following
standards to ensure that data quality is maintained.

(a)

(b)

(©

(d)

The Criminal Intelligence Analyst investigates, in a timely manner,
alleged errors and deficiencies and corrects, deletes, or refrains
from using information found to be erroneous or deficient.

The labeling of retained information will be reevaluated by the
Criminal Intelligence Analyst when new information is gathered
that have an impact on the confidence (source reliability and
content validity) of previously retained information.

The Criminal Intelligence Analyst will make every reasonable
effort to ensure that information will be corrected, deleted from
the system, or not used when it learns that the information are
erroneous, misleading, obsolete, or otherwise unreliable; the
source of the information did not have authority to gather the
information or toprovide the information to the agency; or the
source used prohibited means to gather the information, except

when the source did not act as an agent to a bona fide law
enforcement officer.
Originating agencies are responsible for the quality and

accuracy of the information accessed by or provided to the
Criminal Intelligence Analyst. The Criminal Intelligence Analyst
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will advise the appropriate contact person in the originating
agency, in writing, if its information is alleged, suspected, or
found to be inaccurate, incomplete, out of date, or unverifiable.

(e) When information is found to be inaccurate, incomplete, out of
date or unverifiable, the Criminal Intelligence Analyst will notify
recipient agencies in writing and will maintain documentation  of
the notification.

Collation and Analysis

Access to the Criminal Intelligence Analyst information sources for the purpose of
analysis is limited to those individuals who have been selected, approved, and
trained accordingly.

Access to information contained within the Criminal Intelligence Database files
will be granted only to fully authorized personnel who have been screened with
state and national fingerprint-based background checks, as well as any
additional background standards that may be established by the Sherburne
County Sheriff or his designee.

Access to federally controlled, classified information and systems are based
on the individual user’s federal security clearance and need to know.

Information subject to collation and analysis is identified in the Information Section.

The Criminal Intelligence Analyst position serves as a central clearing house
for information sharing focusing on homeland security, organized criminal
activity, and all-hazards within Sherburne County and surrounding areas, the
State of Minnesota and the United States of America. The Criminal Intelligence
Analyst will accomplish this through:

* Management and developing of information sharing through approved web
portal

s Production and dissemination of bulletins and assessments

e Investigation and analysis of suspicious activity reports in support of
criminal investigations.

¢ Response to RFI's.

e Collaboration with federal, state, and local agencies to produce joint
products.

e The coordination and facilitation of regional training opportunities in
support of the Criminal Intelligence Analyst mission.
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* The identification of crime patterns and trend.

Merging Records

Multiple records about an individual may be merged when reasonable steps
indicate that they are about the same person. Data elements that are used to
determine that the same individual is the subject of the multiple records include
the name (full or partial) and one or more of the following:

« Date of birth;

* State identification number issued by the BCA (SID);
Offender identification number issued by the Minnesota Department of
Corrections (OID)

Fingerprints

Photographs

Physical description

Height

Weight

Eye and hair color

Race

Ethnicity

Scars, marks, or tattoos

Social Security number

Driver's license number

DNA profile

Retinal scan

Facial recognition

® 0 @ 0 & & 0 0 0 8 0 @ s 0

The identifiers or characteristics that, when combined, could clearly establish
that the information from multiple records is about the same organization may
include the name, federal or state tax ID number, office address, and telephone
number.

If the matching requirements are not fully met but there is a partial match, the
information may be associated if accompanied by a clear statement that it has not
been adequately established that the information relates to the same individual or
organization.

Use of information by the Criminal Intelligence Analyst

Information obtained from or through the Criminal Intelligence Analyst can only
be used for official and lawful purposes. A lawful purpose means the Request for
Information can be directly linked to a law enforcement agency’s active criminal
investigation, or is a response to confirmed information that requires intervention
to prevent a criminal act or threat to public safety.

The Criminal Intelligence Analyst will use information on a “Need to Know”
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basis, and in accordance with applicable laws.

Credentialed, role-based access criteria will be used by Criminal Intelligence
Analyst, as appropriate, to control:

* The information to which a particular group or class of users can have
access based on the group or class.

* The information a class of users can add, change, delete, or print.

* To whom, individually, the information can be disclosed and under what
circumstances.

The Criminal Intelligence Analyst who has access to Criminal Intelligence
information will be frained as to those regulations and agree to the following:

1. Individual passwords will not be disclosed to any other person, except as
authorized by Investigative Sergeant Supervisor, Investigative Captain, the
Chief Deputy or the Sheriff.

2. Individual passwords of authorized personnel will be changed if the
password is compromised or improperly disclosed.

3. Background checks will be completed on personnel who will have direct
access to the Criminal Intelligence information at a level determined by
the Investigative Sergeant Supervisor, Investigative Captain, Chief
Deputy or Sheriff, and, pursuant to department policy.

4. Use of the Criminal Intelligence data in an unauthorized or illegal
manner will subject the requestor to denial of further use of the
Criminal Intelligence data; discipline by the requestor’s employing
agency, and/or criminal prosecution.

The Investigative Sergeant Supervisor reserves the right to deny access to any
Criminal Intelligence user who fails to comply with the applicable restrictions and
limitations.

The Criminal Intelligence Analyst will adhere to the current version of the ISE-
SAR Functional Standard for its suspicious activity reporting process, as that is
defined in this policy as an ISE-SAR. This inciudes the use of a standard
reporting format and commonly accepted data collection codes and a
sharing process that complies with the ISE-SAR Functional Standard for
suspicious activity potentially related to terrorism.

Disclosure of Information Qutside the Sherburne County Sheriff's Office:

There are two regular briefs that are produced and disseminated by the Criminal
Intelligence Analyst which will follow all classification procedures:
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(1) The Law Enforcement Brief (LE Brief) is a law enforcement sensitive brief
compiled from Criminal Intelligence information, and other federal,
state, and local reports which may contain comprehensive law
enforcement data. This brief is disseminated to law enforcement
personnel.

(2) The Critical Infrastructure Brief (CI Brief) is non-law enforcement;
sensitive information brief complied from open source internet sites
and other federal, state, and local reports. A CI Brief may contain U/For
Official Use Only documents and materials. This brief is disseminated
to first responder, government, and private sector personnel.

No briefs or assessments can be disseminated outside the Sherburne County
Sheriffs Office by the Criminal Intelligence Analyst unless reviewed by the
Investigative Sergeant Supervisor. When reviewing briefs and assessments,
particular attention will be focused on content, classification, and compliance
with this policy. All attached documents will have the permission of the
originating agency for use prior to inclusion in the brief or assessment and
dissemination will be limited to Stakeholder Agencies.

All information that is disclosed shall be recorded within the Criminal
Intelligence Database. A Stakeholder Agency may not re-disclose information
from the Criminal Intelligence Analyst until it has received permission from
the Investigative Sergeant Supervisor.

Access to the Criminal Intelligence Database requires authorization from the
Investigative Sergeant Supervisor, Investigative Captain, Chief Deputy or the
Sheriff and the issuance of a user name and password, that is fully auditable and
tracks record access.

Redress

A. Disclosure to a Data Subject

An individual who is the subject of data in the Criminal Intelligence Database
has a number of rights that are found in Minn. Stat. §13.04, subd. 3. Those
rights include the right to know data exist, to inspect the data in the Criminal
Intelligence file, to have copies of the data, and to have the meaning of the
data explained. When data are classified as private, the Criminal
Intelligence Analyst must verify the identity of the individual data subject
using one of the identification methods specified in the data practices policies
and procedures. After consulting with the Investigative Sergeant Supervisor,
the Privacy Officer must respond to an individual data subject within the
appropriate time frames allowed by statute.

The Data Practices Policies and Procedures are available at the Sherburne
County Sheriff Office web site.
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A record of these disclosures is kept by the Privacy Officer.

. Disclosure to the Public

The public has the right to access public data maintained at the Sherburne
County Sheriffs Office. See Minn. Stat. §13.03, subd. 3. The rights granted
by section 13.03 include the right to inspect, to have copies and to have the
meaning of the data explained. After consulting with the Investigative
Sergeant Supervisor, the Privacy Officer is required to respond in an amount
of time that is appropriate, prompt and reasonable. See Minn. Stat. §13.03,
subd. 2(a) and Minn. Rules 1205.0300, subp. 3. The Privacy Officer keeps
a record of these disclosures.

All media requests shall be forwarded to the Investigative Sergeant
Supervisor for referral to the Investigative Captain.

. Corrections

An individual data subject is authorized by Minn. Stat. §13.04, subd. 4, to
challenge the accuracy and/or completeness of public or private data. The
terms "accuracy” and “completeness” are defined in Minn. Rules 1205.1500,
subd. 2. Section 13.04, subd.4, which requires any challenge to the accuracy
or completeness of data to be made to the “responsible authority.” The
responsibie authority is the Sherburne County Sheriff.

The Investigative Sergeant Supervisor has 30 days to respond to a data
challenge and either change the data or indicate that the data are accurate
or complete. If the individual data subject does not agree with the Sheriffs
determination, the individual has the right to appeal the determination to the
Sherburne County Sheriff.

The appeal process is described in Minn. Rules 1205.1600.

A record will be kept of all requests for corrections and the resulting action, if
any.

. Complaints

If an individual has a complaint about the accuracy or completeness of
terrorism-related information that is:

» classified as confidential by state or federal law;
» held by the Criminal Intelligence Analyst; and
» allegedly has resuited in demonstrable harm to the complainant,

A complaint may be filed with the Investigative Sergeant Supervisor. The

terrorism-related information in the Criminal Intelligence Database that can be
remedied under this paragraph will be identified.
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On receipt of the complaint at Sherburne County Sheriff's Office web site,
the Privacy Officer (Sherburne County Sheriff's Office Records Supervisor)
will acknowledge the complaint and will state that the complaint will be
reviewed. If the complaint includes a request from the individual to know if
confidential data exist, the Privacy Officer will, following appropriate
identification of the individual, as required by Minn. Stat. §13.04, subd. 3,
coordinate the response with appropriate personnel (Investigative Sergeant
Supervisor and the Criminal Intelligence Analyst).

If the information originated in another agency, the Privacy Officer will
give written notification of the complaint to that agency. That notification
will occur within 10 business days of receipt of the complaint. The Privacy
Officer will ask that the complaint be investigated and the Criminal
intelligence Analyst will inform the Privacy Officer within 30 days whether
changes need to be made to make the information accurate or complete.

On receipt of the complaint, information held by the Criminal Intelligence
Analyst that are covered by this paragraph will be flagged as having an
outstanding complaint and the fact that a complaint has been made will
be shared with any party to whom the information is disclosed.

If there is no resolution within 30 days, the Criminal Intelligence Analyst will
not further share the information until such time as the complaint has been
resolved. Once the complaint has been reviewed and a determination made
to change the information or that it is accurate or complete, the flag will be
removed and any recipients of the information notified of any change in
response to the complaint.

A record of complaints and the resulting action taken will be kept by the
Criminal Intelligence Analyst.

. Criminal Intelligence Analyst Principles

Information gathered or collected and records retained by Criminal Intelligence
Analyst will not be:

« Sold, published, exchanged, or disclosed for commercial purposes.

o Disclosed without prior notice to the originating agency unless
disclosure is required by law.

¢ Disclosed to persons not authorized to access or use the information.
The Criminal Intelligence Analyst shall not confim the existence or

nonexistence of information to any person or agency that would not be eligible
to receive the information unless otherwise required by law.
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XIV.

XV.

Security Safequards

Sherburne County Sheriff, or his designee, will identify the technical
resources to establish a secure office space for the Criminal Intelligence
Analyst. In addition, Sherburne County Sheriff, or his designee will identify the
technological support for secure internal and external safeguards against
network intrusion of the Criminal Intelligence information systems.

Access to the Criminal Intelligence Database from outside of the facility will
only be allowed over secure CJDN network lines.

Criminal Intelligence will be maintained in such a way that it cannot be stored,
modified, destroyed, accessed, or purged without prior authorization.

SARs information will be stored in the same system as that for all other data, but
will be clearly labeled as to its classification when disclosed. This system is
compliant with 28 CFR Part 23 security requirements.

All Criminal Intelligence Analyst documents or software will be stored on
Criminal Intelligence Analyst computer systems or storage devices and in
compliance with SCSO/RCTAG policies. To prevent public records
disclosure, risk and vulnerability assessments will not be stored with publically
availabie information.

Minnesota law requires that if a breach of the security of private or confidential
data occurs, the state agency that maintains the data must notify the individuals
whose data were disclosed. Methods of notice are provided for in the statute along
with the ability, in the appropriate circumstances, to delay notification to permit
an active criminal investigation to occur without impediment. Minn. Stat. §13.055.

Information Retention and Destruction

The Minnesota Records Management Act, Minn. Stat. §138.17, requires that an
approved records retention schedule be in place before records can be
destroyed. An approved records retention schedule for Criminal Intelligence
records is in place and authorizes the destruction of certain records. The retention
period varies by record series type. For any records series not on the approved
records retention schedule, approval would need to be received before
destruction could occur. That approval could be in the form of a new approved
records retention schedule or a one-time permission from the Investigative
Sergeant Supervisor to destroy records that are no longer collected. See
Appendix D for a copy of the approved records retention schedule.

The Criminal Intelligence Database is the record of information to be
reviewed for retention or destruction. Destruction occurs in a secure manner
appropriate to the classification or sensitivity of the information. Thus, if
information is classified as something other than public, secure destruction,
such as shredding, must be used. Destruction must also be in compliance with
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XVI.

state policies governing destruction of electronic information. The Criminal
Intelligence Analyst does not notify the originating agency, if any, when
destruction occurs, nor is originating agency approval required. A records
destruction report is required by state law. Minn. Stat. §138.17.

Accountability and Enforcement

The Criminal Intelligence Analyst will make this Privacy Policy available for public
review, when requested.

The Investigative Sergeant Supervisor, in conjunction with the Privacy Officer, will
be responsible for receiving and responding to inquiries and complaints about
privacy, civil rights, and civil liberties protections in the information system. The
Privacy Officer can be contacted at the following address: Sherburne County
Sheriff's Office web site,

Queries made to the Criminal Intelligence Database will be auditable and be
logged, identifying the user initiating the query. Criminal Intelligence information
application logs will be made available for audit. When information is
disseminated outside of the Criminal Intelligence Office, a secondary
dissemination log will be created in order to capture updated information and
provide an appropriate audit trail, as required by applicable law. Secondary
dissemination of information can only be to a law enforcement agency for
investigative purposes or to other agencies as provided by law.

The Criminal Intelligence secondary dissemination log will include:

Date of release.

The subject of the information

To whom the information was released, including address and telephone
number.

An identification number or other indicator that clearly identifies the
information released.

The purpose for which the information was requested.

U

The Investigative Sergeant Supervisor will be responsible for conducting or
coordinating annual and random internal or Criminal Intelligence external audits,
including audits by the legislative auditor, and for investigating misuse of
Criminal Intelligence information systems. All confirmed or suspected
violations of Criminal Intelligence policies will be reported to the Investigative
Captain, who will determine the appropriate avenue of investigation and report
confirmed violations to the Chief Deputy and Sheriff. If verified, violations
will be sanctioned in accordance with the Sherbume County Sheriffs Office
discipline policies.

The Criminal Intelligence Analyst will prepare an annual report to the

Investigative Sergeant Supervisor regarding Privacy Policy status and
information access issues.
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XVill. Training:

The Criminal Intelligence Analyst is required to attend annual Privacy Policy
training conducted by the Privacy Officer or their designee.

The Criminal Intelligence Analyst and any personnel providing information
technology services to the Criminal Intelligence Database will participate in
training programs regarding implementation of and adherence to this privacy, civil
rights, and civil liberties policy

The Privacy Policy training program will cover:
» Purposes of the privacy policy.
Substance and intent of the provisions of the policy relating to
collection, use, analysis, retention, destruction, sharing, and disclosure
of SAR and ISE-SAR information maintained or submitted by the
Criminal Intelligence Analyst to local, state, federal and tribal law
enforcement agencies.
+ How fo implement the policy in the day-to-day work environment with
local, state, federal, tribal law enforcement agencies.
* The impact of improper activities associated with violations of the
policy.
Mechanisms for reporting violations of the policy.
The possible penalties for policy violations, including transfer,
dismissal, and criminal liability, if any.
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Criminal Intelligence Analyst Privacy Policy
Appendix A

Criminal Intelligence Analyst
Memo of Understanding

The establishment of an integrated system of gathering, analyzing and reporting all-
crimes, all-hazards information must be a high priority for all local, state, and federal law
enforcement agencies operating within the State of Minnesota. Pursuant to the Omnibus
Crime Control and the Safe Streets Act of 1968, 42 U.S.C. 3711 et. seq. as amended and
in accordance with 28 CFR Part 23; a facility is established to assist local, state and federal
law enforcement and private sector resources. The entities involved include local, state
and federal law enforcement; first responders; emergency management; and private sector
entities. This facility is created through federal law in cooperation with and for the benefit of
participating entities and must comply with all state and federal laws. Information will be
shared pursuant to federal and state law to identify all-crimes, all-hazards. To this end the
Criminal Intelligence Analyst is an investigative position at the Sherburne County Sheriff's
Office.

I. Participants:

Present Participants:
Sherburne County Sheriffs Office

Hennepin County Sheriff's Office (CISA/MRIC)
Becker Police Department
Benton County Sheriff's Office
Big Lake Police Department
Cambridge Police Department
Elk River Police Department
Isanti County Sheriff's Office
Isanti City Police Department
Mille Lacs County Sheriff's Office
Mille Lacs Tribal Police

Princeton Police Department
Roger Police Department

Saint Cloud Police Department
Stearns County Sheriff's Office
Wright Count Sheriffs Office

® & & & & & & ¢ 0 & 0 0 0 8 o @

Near Future Participants:
o Anoka County Sheriff's Office

o Sarteil Police Department
o Sauk Rapids Police Department

Distance Future:

e Annandale Police Department
e Buffalo Police Department

* Milaca Police Department
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Responsibilities

A. The Criminal Intelligence Analyst will be guided by the following mission statement:

The mission of the Criminal Intelligence Analyst is to collect, evaluate, analyze
and disseminate information regarding organized criminal, terrorist and all
hazards activity in the State of Minnesota while complying with state and federal
law to ensure the rights and privacy of all.

B. The roles of the Criminal Intelligence Analyst include but are not limited to:

L.

vi,

Regional Infrastructure Development: This includes maintaining a regional

user base for reviewing and sharing data received and made available
by local and regional law enforcement agencies through the Sherburne
County Sheriif's Office website and connecting with different groups to
add members to Regional Criminal Tracking Analyst Group. Of special
importance is establishing a link to the critical infrastructure group.

Bulletin Production and Dissemination: With the approval of the data
originator, the Criminal Intelligence Analyst will produce timely and
meaningful bulletins to share with a local, regional audience. No
approval will be required for open source information.

Provide Basic investigation and analysis of Submissions to the Regional
Criminal Tracking Analyst Group: The Criminal Intelligence Analyst will

review the submissions initially using open source data bases and
agency/state data bases brought into the analyst group to try to
determine if submissions should move to the FBI's Intelligence Program
or other appropriate agency(s). Criminal Intelligence Analyst with the
appropriate clearances could perform other checks by utilizing FBI
databases, as maintained and approved by the FBI. Additionally, the
Criminal Intelligence Analyst will provide assistance for the FBI
Intelligence Program pursuant to applicable state and federal law.

Response to Request for Information (RF1): Provide a timely response to

requests from agencies, fusion centers, and the U.S. Department of
Homeland Security (DHS) for information and services available through
Criminal Intelligence Analyst to include but not limited to assessments,
analytical products, and open source background materials.

RCTAG Establishment: The Criminal Intelligence Analyst will assist with
the building of the Regional Criminal Tracking Analyst Group website,
and the appropriate policy and procedure development.

Training: The Criminal Intelligence Analyst will coordinate training relative
to the function of the Regional Criminal Tracking Analyst Group.
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. Limitations

A. Nothing in this Memo of Understanding is intended or shall be construed, to
modify or be in conflict with Minnesota State Statutes, federal law or Code of
Federal Regulations. The Criminal Intelligence Analyst must adhere to the
applicable state and federal law and US Attorney General Guidelines and Title
28, Code of Federal Regulations (CFR) in the lawful collection, maintenance and
dissemination of information for and on behalf of the federal authorities. The
Criminal Intelligence Analyst will maintain a written policy regarding the handling of
data that complies with applicable state and federal law.

B. Information and documents/files maintained or accessed by the Criminal
Intelligence Analyst shall remain the property and in the constructive
possession of the originating agency. Dissemination of information or
documents outside the Sherburne County Sheriffs Office not accessible to the ;
general public shall require permission of the originating agency and comply with
all applicable state and federal law. £
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Criminal Intelligence Analyst Privacy Policy
Appendix B
Criminal Intelligence Analyst Hot sheet Notice

What follows is the text from the Sherburne County Sheriff's Office Criminal Intelligence
Analyst Hot sheet registration forms. The registrant has to click on a separate box to
agree and continue with the registration process. The notice explains the need to
comply with the Privacy Policy.

I agree to not share my log-on and password with another party.

I agree to abide by all classification and dissemination terms that are placed on all
products produced by the Criminal Intelligence Analyst and those that the Criminal
Intelligence Analyst disseminates for other agencies. Those terms include but are not
limited to:

No portion of Criminal Intelligence Analyst documents should be released to the media or
general public.

Criminal Intelligence Analyst documents contain data protected by state and federal law
and are subject to distribution restrictions.

Criminal Intelligence Analyst authorization is required prior to disseminating any Criminal
Intelligence Analyst document or portion of outside of the intended recipients' agency.

I understand that any release of this information could adversely affect or jeopardize
investigative activities.
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Criminal Intelligence Analyst Privacy Policy
Appendix C

List of Applicable Statutes E

The following is a list of legal provisions that affect the operation of the Criminal L

Intelligence Analyst, the classification of data it holds and how access and dissemination E

of that data occurs. B
1

This list is current as of the date it is developed and will be routinely reviewed and
modified.

Federal Provisions:

United States Constitution, including the Bill of Rights.

Brady Handgun Violence Prevention Act, 18 U.S.C. §§ 921, 922, 924, and 925A

Computer Matching and Privacy Act of 1988, 5 U.S.C. § 552a(a); see also Office of
Management and Budget, Memorandum M-01-05, “Guidance on Interagency Sharing of
Personal Data—~Protecting Personal Privacy,” December 20, 2000

Confidentiality of Identifiable Research and Statistical Information, 28 CFR Part 22

Crime Identification Technology, 42 U.S.C.§ 14601

Criminal History Records Exchanged for Noncriminal Justice Purposes, 42 U.S.C. § 14611
Criminal Intelligence Systems Operating Policies, 28 CFR Part 23

Criminal Justice Information Systems, 28 CFR Part 20

Disposal of Consumer Report information and Records, 16 CFR Part 682

Electronic Communications Privacy Act of 1986,18 U.S.C. §§ 2510-2522, 2701-2709

Fair Credit Reporting Act, 15 U.S.C. § 1681

Federal Civil Rights laws, 42 U.S.C. § 1983

Federal Records Act, 44 U.S.C. § 3301

Freedom of Information Act (FOIA), 5 U.S.C.

indian Civil Rights Act of 1968, 25 U.S.C. § 1301 IRTPA, as amended by the 9/11
Commission Act National Child Protection Act of 1993, Pub. L. 103-209 (December 20, 1993
National Crime Prevention and Privacy Compact, 42 U.S.C. § 14616

Privacy Act of 1974, 5 U.S.C. § 552a,

Privacy of Consumer Financial Information, 16 CFR Part 313

Protection of Human Subjects, 28 CFR Part 46,

Safeguarding Customer Information, 16 CFR Part 314

Sarbanes-Oxley Act of 2002, 15 U.S.C. § 7201

USA PATRIOT Act, Public Law No. 107-56 (October 26, 2001)

Minnesota Provisions

Minnesofa Constitution

Minnesota Government Data Practices Act,

Minnesota Statutes, Chapter 13 and enabling rules found in Minnesota Rules, Chapter 1205
Official Records Act, Minnesota Statutes, section 15.17

Records Management Act, Minnesota Statutes, section 138.0163. et. seq.

Minnesota Health Records Act, Minnesota Statutes, section 144.291, et. seq.

Minnesota Statutes, Chapter 243 - corrections
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Minnesota Statutes, Chapter 260B - juveniles alleged or adjudicated delinquent

Minnesota Statutes, Chapter 299C - Bureau of Criminal Apprehension

Minnesota Statutes, Chapters 609-643 -provisions relate to crimes and offenses,
rehabilitation and incarceration

'.
1
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Criminal Intelligence Analyst Privacy Policy
Appendix D

Criminal Intelligence Records Retention Schedule

. Division/Section L’?«‘
Sherburne County Sheriff's Office Regional Criminal Tracking and Analysis =
Group (RCTAG)

. Address 13880 Business Center Drive Elk River, MN 55330

. Information developed and maintained by the Criminal Analyst will be
stored and accessible for five (5) years.

. Agency Records Management Officer
Sue Kuiper

. Agency Head or Designee
Inv. Sgt. Paul Novotny
(763) 765-3511
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Sherburne County Sheriff's Office Policy Manual
Regional Criminal Tracking and Analysis Group

800.1 POLICY

It shall be the policy of the Office that all employees adhere to the standards established for the
collection, retention, dissemination, and disposition of criminal intelligence information, as it
relates to the essential function of law enforcement and the use of the Regional Criminal
Tracking and Analysis Group (RCTAG).

800.2 DEFINITIONS

RCTAG Means the Regional Criminal Tracking and Analysis Group; consisting of
analysts, training and liaison officers, managers and a secure website used to disseminate
information of recent criminal activity, maintained by the Sheriff's Office.

RCTAG Database  Means the archived information which is stored for five years from the date
of posting on the website.

RCTAG Unit Supervisor Is an Investigative Sergeant of the Sheriff's Office CID, appointed by
the Investigative Captain.

RCTAG Privacy Officer Is the Sheriff's Office Records Supervisor, or their designee, who
will provide privacy training and ensure compliance with the Data Privacy Statutes.

Criminal Intelligence Analyst An employee of the Sheriff's Office that performs a wide
range of analysis of information relating to criminal activities in support of law enforcement and
criminal investigations.

Criminal Intelligence Information Information compiled, analyzed and/or disseminated
in an effort to anticipate, prevent, or monitor criminal activity.

Reasonable Suspicion of Criminal Activity Reasonable suspicion is present when
sufficient facts are established to give a trained law enforcement officer or criminal investigative
agency officer, investigator, or employee a basis to believe that there is, or has been, a
reasonable possibility that an individual or organization is involved in a definable criminal activity
or enterprise.

800.3 PURPOSE

The Regional Criminal Tracking and Analysis Group (RCTAG) develops information for and by
Participating and Stakeholder Agencies. The decisions by agencies to participate in the RCTAG
and which databases to provide for RCTAG use are voluntary and are controlled by the laws
and rules governing those individual agencies, as well as a memorandum of understanding
signed by all participating agencies.
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Policy Manual

The RCTAG provides timely sharing and exchange of crime-related information. A primary
focus of the RCTAG is developing and disseminating criminal investigative information. A
process of information collection, integration, evaluation, analysis and dissemination is used
for law enforcement purposes and in the interest of public safety. The information is made
available to law enforcement agencies and certain other entities consistent with Minnesota
Statutes, Chapter 13, 28 CFR part 23, and other applicable state and federal law.

800.4 OBJECTIVES

Be an active participant in the information sharing environment.

Increase public safety and security in Sherburne County and the surrounding communities, the
State of Minnesota and the United States of America.

Mitigate or minimize the threat and risk of injury to all members of the public safety and health
care communities.

Mitigate or minimize the threat and risk of damage to real or personal property.

Protect the individual privacy rights, civil rights or other protected interests a person or persons
may have.

Protect the integrity of the criminal investigative, criminal intelligence, and justice system
processes and information.

Foster relationships with persons or groups of people in an effort to promote cooperation
between law enforcement and the community which it serves.

Make the most effective use of public safety resources.

Provide liaison, coordination, and resource assistance in the collection, exchange, or
dissemination, and analysis of criminal information or criminal intelligence in an on-going
investigation or prosecution to specific areas of criminal activity.

Participate in local, regional, and national networks whose missions support and exchange
sharing of criminal intelligence information.

Support active or on-going criminal investigations by providing information, analysis, or technical
assistance for case-support.
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Policy Manual
Regional Crime Tracking and Analysis Group

800.5 USE OF INFORMATION

The Office’s Regional Crime Tracking and Analysis Group Unit (RCTAG) establishes internal
controls for the collection, retention, integration, evaluation, analysis and dissemination through
established procedures for law enforcement purposes, in the interest of public safety, and in
compliance with state and federal laws.

800.6 CRIME ANALYSIS REPORT

Crime analysis reports shall be prepared by Criminal Information Analysts. Such reports may
address and document the following crime factors:

(a) Frequency by type

(b) Geographic distribution

(c) Victim and target descriptions

(d) Identify relationships and associations
(e) Identify patterns and trends

() Suspect descriptions

(g) Suspect vehicle descriptions

(h) Physical evidence

(i) Property loss

The reports will be used to provide officer safety information, and to support criminal
investigations. The reports may be provided to the Sheriff, Chief Deputy, Commanders and all
licensed deputy staff, as well as other law enforcement agencies or additional office personnel
where appropriate.

800.7 DISSEMINATION OF INFORMATION

Criminal intelligence information shall not be released to the news media or public without prior
approval from the Sheriff or designee.

Criminal intelligence information shall only be shared with other law enforcement agencies with
the approval of the RCTAG Unit's Supervisor. The agency and/or officer receiving the
information shall agree to be bound by the RCTAG Unit's policy relating to the storage, retrieval,
and dissemination of the information provided. Criminal intelligence information shared with law
enforcement personnel may include information about individuals who:

* Are suspected of being or having been involved in planning, organizing, financing, or
committing of criminal acts; or

* Are suspected of being or having been involved in criminal activities with known or suspected
criminal organization.

» Have active wants or warrants out for their detention or arrest.
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Policy Manual
Regional Crime Tracking and Analysis Group

Organizations, businesses, and groups that;

* Are suspected of being or having been involved in planning, organizing, financing, or
committing of criminal acts; or

* Are suspected of being or having been illegally operating, controlling, financed, or infiltrated by
known or suspected criminal organizations.

* Use illegal activities and/or enterprises as a principal means to obtain resources, support for
their existence or further their organizational goals

« Case sensitive criminal intelligence information shall only be shared with other law
enforcement agency members, with the approval of the RCTAG Unit's supervisor.

* The release of electronic surveillance and/or any photographic information pertaining to
criminal intelligence information to any authorized law enforcement personnel shall be made
only with the approval of the RCTAG Unit's supervisor and with the stipulation that such
information shall not be duplicated or otherwise disseminated.

800.8 INFORMATION COLLECTION

No empioyee of the Sheriff's Office shall collect criminal intelligence information about the
political, religious, or social views, associations or activities of any individual or any group,
association, corporation, business, partnership, or other organization unless such information
directly relates to criminal conduct or activity and there is reasonable suspicion that the subject
of the information is or may be involved in criminal conduct or activity.

Information collected by employees of the Sheriff's Office must me_ei the following guidelines:

(a) The source of the information is reliable.

{b) The information is accurate and current.

(c) The information is verifiable.

(d) There exists a reasonable suspicion that the individual or organization is involved in criminal
conduct, and the information is relevant to that conduct.

(e) Information was collected in a lawful manner, and investigative techniques were only as
intrusive as necessary to collect sufficient information to prevent criminal conduct or the
planning of criminal conduct.

800.9 RETENTION OF INFORMATION

All information retained in the RCTAG website shall be retained for five (5) years from the date
the information is posted on the site and in compliance with state and federal law. After that time
the information will be deleted.
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Only lawfully coliected information based on reasonable suspicion of criminal activity may be
stored in the RCTAG web site. Specifically, the following types of material may not be retained:

(a) Information on an individual or group based solely on the fact that such individual or group
support unpopular causes.

(b) Information on an individual or group based solely upon the race, gender, age, or ethnic
background of a individual or group members.

(c) Information on an individual based solely on personal habits and/or predilections that do not
break any laws or threaten the safety of others.

(d) Information obtained in violation of any applicable federal, state, or local rules statues or
ordinances.

800.10 AUDIT/PURGING DOCUMENTS

The RCTAG Unit supervisor is responsible for ensuring that all criminal information documents
posted on the RCTAG website fit the criteria for posting. Reviewing of these documents will be
done on an on-going basis. The maximum retention period is five (5) years and after that time,
documents must be removed from the system. The Sheriff's Office maintains the right to update
and/or revalidate the submissions made by this office and other participating agencies.

Any information that is found to be inaccurate, misleading, obsolete, or otherwise unreliable will
be purged. All paper documents that are purged shall be shredded.

800.11 PRIVACY OFFICER

The RCTAG Privacy Officer wili be responsible for information regarding privacy issues,
including implementation of Privacy Policy requirements. The RCTAG Privacy Officer or their
designee will facilitate an annual review and update of the privacy policy.

800.12DATA REQUEST REPONSES FOR THE RCTAG
Subd. 1. Data practices act governs. The provisions of chapter 13 apply to this section.

Subd. 2. Data classification; general rule; changes in classification; audit trail.

(a) The classification of data in the law enforcement agency does not change after the data is
submitted to RCTAG. If RCTAG is the only source of data made public by section 13.82,
subdivisions 2, 3, 6, and 7, data described in those subdivisions must be downloaded and made
available to the public as required by section 13.03.

(b) Data on individuals created, collected, received, maintained, or disseminated by RCTAG is
classified as confidential data on individuals as defined in section 13.02, subdivision 3, and
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section 13.82, subdivision 25, and becomes private data on individuals as defined in section
13.02, subdivision 12, as provided by this section.

(c) Data not on individuals created, collected, received, maintained, or disseminated by RCTAG
is classified as protected nonpublic data as defined in section 13.02, subdivision 13, and
becomes nonpublic data as defined in section 13.02, subdivision 9, as provided by this section.

(d) Confidential or protected nonpublic data created, collected, received, maintained, or
disseminated by RCTAG must automatically change classification from confidential data to
private data or from protected nonpublic data to nonpublic data on the earlier of the following
dates:

(1) upon receipt by RCTAG of notice from a law enforcement agency that an
investigation has become inactive; or

(2) when the data has not been updated by the law enforcement agency that submitted
it for a period of 120 days.

(e) For the purposes of this section, an investigation becomes inactive upon the occurrence of
any of the events listed in section 13.82, subdivision 7, clauses (a) to (c).

(f) A law enforcement agency that submits data to RCTAG must notify RCTAG if an
investigation has become inactive so that the data is classified as private data or nonpublic
data. The law enforcement agency must provide this notice to RCTAG within ten days after an
investigation becomes inactive.

(h) All queries and responses and all actions in which data is submitted to RCTAG, changes
classification, or is disseminated by RCTAG to any law enforcement agency must be recorded
in the RCTAG audit trail.

Subd. 3. Access to RCTAG data by law enforcement agency personnel. Only law
enforcement agency personnel that have signed the appropriate Memorandum of
Understanding may enter, update, or access RCTAG data. The ability of particular law
enforcement agency personnei to enter, update, or access RCTAG data must be limited by the
official duties and training level of the personnel.

Subd. 4. Access to RCTAG data by data subject. (a) Upon request to the Sherburne
County Sheriff's Office or to a law enforcement agency participating in RCTAG an individual
shall be informed whether the individual is the subject of private or confidential data held by
RCTAG. An individual who is the subject of private data held by RCTAG may obtain access to
the data by making a request to the Sherburne County Sheriff's Office or to a participating law
enforcement agency. Private data provided to the subject under this subdivision must also
include the name of the law enforcement agency that submitted the data to RCTAG and the
name, telephone number, and address of the responsible authority for the data. If the data that
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is in RCTAG originated from a law enforcement agency other than the Sherburne County
Sheriff’s Office, the data subject will be referred to the originating agency to obtain the data.

(b) If an individual who is the subject of private data held by RCTAG requests access to the
data or release of the data to a third party, the individual must appear in person at the
Sherburne County Sheriff's Office or a participating law enforcement agency to give informed
consent to the data access or release.

Subd. 5. Challenge to completeness and accuracy of data. An individual who is the
subject of public or private data held by RCTAG and who wants to challenge the completeness
or accuracy of the data under section 13.04, subdivision 4, must notify in writing the responsible
authority for the data. A law enforcement agency must notify the Sherburne County Sheriff's
Office when data held by RCTAG is challenged. The notification must identify the data that was
challenged and the subject of the data. RCTAG must include any notificat<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>